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SCHEDULE

1. In accordance with basic contract Clause B040 "Ordering Procedures”, the Contractor shall
accomplish the effort as described in the attached Statement of Work (SOW) at Section J.

The following clauses are incorporated in accordance with the Basic IDIQ contract.

2. SECTION B - SUPPLIES OR SERVICES AND PRICES/COSTS:

B054 IMPLEMENTATION OF LIMITATION OF FUNDS (DEC 2005)

Pursuant to the clause FAR 52.232-22 in Section | entitled, "Limitation of Funds", the total amount
available for payment and allotted to this contract for all CLINs is [{SJJEl- !t is estimated that this amount
is sufficient to cover task order performance through 30 January 2015. (Government estimate).

B058 CONTRACT TYPE: COST-PLUS-FIXED-FEE (DEC 2005) (TAILORED)

The estimated cost and fee for this task order are shown below. The applicable fixed fee set forth below
may be increased or decreased only by negotiation and modification of the order for added or deleted

work. Fee shall be paid as it accrues, in regular installments based upon the percentage of completion of
work.

Estimated Cost: (b) (4) |
Fixed Fee: i
Total CPFF: (b) (4) |
Qty Unit Price
ITEM SUPPLIES OR SERVICES Purch Unit Total Item Amount
0001 1 o@
Lot B@ |
Noun:
NSN: N - Not Applicable
DD1423 is Exhibit: A
Contract type: U - COST PLUS FIXED FEE
Inspection: DESTINATION
Acceptance: DESTINATION
FOB: DESTINATION
Descriptive Data:
Conduct research in accordance with the Statement of Work entitled, "Directed Energy
Systems Effects Optimization", dated 05 SEPT 2014 in accordance with Section C,
Descriptions/Specifications, Attachment 1, Section J hereto. Deliver data in accordance
with Exhibit A, Contract Data Requirements List, DD Form 1423-1, dated 26 NOV 12,
attached to the basic contract.
000101
Noun: Funding Info Only
ACRN: AA
PR/MIPR: FAFBRD4253B001-001 (b) (4) ]

FA8650-13-D-6368 0007
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SCHEDULE

Qty Unit Price
ITEM SUPPLIES OR SERVICES Purch Unit Total ltem Amount
0002 1 (b) (4)
Lot (b) (4)
Noun: 0@
ACRN: U
NSN: N - Not Applicable
Contract type: U - COST PLUS FIXED FEE
Inspection: DESTINATION
Acceptance: DESTINATION
FOB: DESTINATION

Descriptive Data:

Deliver Hardware in accordance with Section C, Description/Specifications: Statement of
Work entitled, "Directed Energy Systems Effects Optimization”, dated 05 SEP 2014, at
attachment 1 to Section J.

SECTION | CLAUSE, 252.211-7003 ITEM IDENTIFICATION AND VALUATION
(JUN 2011), APPLIES TO THIS EFFORT AS FOLLOWS:

The contractor shall deliver hardware as required by Statement of Work and in
accordance with Clause 252.211-7003, "ltem Identification Valuation", the contractor
shall provide DoD unique item identification, or a DoD recognized unique identification
equivalent for all delivered items for which the government's unit acquisition cost is
$5,000 or more.

0003 1 (b) (4)
Lot (b) (4)
Noun: (0) @) ]
ACRN: U
NSN: N - Not Applicable
DD1423 is Exhibit: A
Contract type: U - COST PLUS FIXED FEE
Inspection: DESTINATION
Acceptance: DESTINATION
FOB: DESTINATION

Descriptive Data:

Deliver Software in accordance with Section C, Description/Specifications: Statement of
Work entitled, "Directed Energy Systems Effects Optimization”, dated 05 SEPT 2014, at
attachment 1 to Section J.

The following clauses are incorporated in accordance with the Basic IDIQ contract.
3. SECTION C - DESCRIPTION/SPECS/WORK STATEMENT:
C003 INCORPORATED DOCUMENTS/REQUIREMENTS (AUG 2006) (TAILORED)
(@) The following documents are a part of this task order, SECTION J:
-- Attachment 1, Statement of Work, Directed Energy Systems Effects Optimization", dated 05

Sept 2014.
-- Exhibit A, DD Form 254 Security Requirements.

FA8650-13-D-6368 0007
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SCHEDULE

4. SECTION D - PACKAGING AND MARKING

-- D002 Packaging and Marking (AUG 2005)

5. SECTION E - INSPECTION AND ACCEPTANCE

-- E006, "Receiving Report Mailing Address"

The Project Engineer for this Task Order is identified at clause FOO7 herein.

-- E0Q7 - "Inspection and Acceptance Authority (APR 1998) (TAILORED)" is amended to read
as set forth below:

The Project Engineer for this Task Order is identified at clause FOO7 herein.
Inspection and acceptance for all Contract and Exhibit Lines or Subline Items shall be accomplished by
the Program Manager/Project Engineer, Air Force Research Laboratory, found in Clause F007

herein.

6. SECTION F - DELIVERIES OR PERFORMANCE:

SHIP MARK  TRANS

ITEM SUPPLIES SCHEDULE DATA QTY TO FOR PRI DATE
0001 1 FAFBRD 17 Feb 2020
Nour: () @)
ACRN: 9

Descriptive Data:
The technical effort must be completed no later than 17 Nov 2019. Draft final report due

30 days after end of technical effort. The scheduled delivery date for the approved final
technical report is 17 Feb 2020. All data shall be in accordance with Exhibit A, Contract
Data Requirements List, DD Form 1423-1, dated 26 NOV 12, attached to the basic
contract. See DD Form 1423-1 and Clause F007 for mailing addresses.

0002 1 FAFBRD F4FBRD 17 Feb 2020
Nour: (b)) |
ACRN: U

Descriptive Data:

The scheduled delivery date for the hardware is as reflected herein. See Clause FO07
for mailing address(es).

Delivery address for Hardware is:

711 HPW/RHDR

MARK FOR: PROGRAM MGR/CONTRACT NO.

FA8650-13-D-6368 0007
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SCHEDULE

SHIP MARK  TRANS

ITEM SUPPLIES SCHEDULE DATA QTY TO FOR PRI DATE
0003 1 FAFBRD F4FBRD 17 Feb 2020
Nour: (b))
ACRN: U

Descriptive Data:

The scheduled delivery date for the Software is as reflected hererin. See Clause F007

for mailing addresses.
Delivery address for Software is:

711 HPW/RHDR

MARK FOR: PROGRAM MGR/CONTRACT NO.

7. The following clause is incorporated in accordance with the Basic IDIQ contract.

Clause F007

PROGRAM ENGINEER:
HPW/RHDR

()®) ]
QIO
]
OICH
STINFO:

711 HPW/OMCA
IO
I
OICH
FINANCE:

711 HPW/RHD

()®) ]
IO
I
OIC
DCMA/ACO:

See Task Order cover page - Block 7 for address DCMA (ACO) address

CONTRACTS POC
See Task Order cover page- Block 6 for Contracts POC info.

WIDE AREA WORK FLOW (WAWF) ACCEPTOR:
Wide Area Work Flow (WAWF) Acceptor
711 HPW/OMP

FA8650-13-D-6368 0007
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SCHEDULE

8. SECTION G - CONTRACT ADMINISTRATION DATA AND CLAUSES APPLY IN ACCORDANCE
WITH THE BASIC IDIQ CONTRACT AS FOLLOWS:

-G005 PAYMENT INSTRUCTIONS FOR MULTIPLE ACCOUNTING CLASSIFICATION CITATIONS
(MAR 2001)

Payment for all effort under this contract should be made in the order and amounts shown in the informational
subline item(s) in Section B, CLIN 0001 of the contract and recapped below. Exhaust the funds in each ACRN
before using funds from the next listed ACRN.

ACRN SUBCLIN NO. TOTAL OBLIGATED

SEE SECTION G FOR THIS INFORMATION: ACRN, SUBCLIN NO., TOTAL OBLIGATED AMOUNT

a. This contract will be funded by multiple accounting classification citations. Payment shall be made
from ACRNS in alphabetical order (AA,AB,etc). DO NOT USE A PRORATED METHOD to pay, disburse and
liquidate funds. Do not liquidate any funds from an ACRN unless the preceding ACRNs have been fully liquidated,
or if revised payment instructions are provided per paragraph b. below.

b. Additional ACRNs will be assigned when new accounting classifications are available. When adding
new ACRNSs or changing existing ACRNS, the above payment instructions shall apply, unless specific revised
payments instructions are provided as part of a contract modification.

- Section G DFARSs clause is hereby incorporated: DFARS 252.204-0007, Contract-Wide: Sequential
ACRN Order.

- See Section G clause of the Basic IDIQ contract, clause 252.232-7006, WIDE AREA WORKFLOW
PAYMENT INSTRUCTIONS (JUN 2012), for payment instructions that are incorporated by
reference from the basic IDIQ contract. See Clause F007 herein for Program Mgr/Project Engr
address information.

FA8650-13-D-6368 0007
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SCHEDULE

Obligation

ACRN Appropriation/Lmt Subhead/Supplemental Accounting Data Amount

57 43600 294 47A8 627757 6TRHDR 82100 62202F 503000 F03000 J4D344

Funding breakdown:  On CLIN 000101:

PR/MIPR: F4FBRD4253B001-001 ([BNCHINE

JON: 7757B359
Descriptive data:
PR Info:

PR #: FAFBRD4253B001
Basic, dated 10 SEP 2014

FSR: 014590
PSR: 506956
DSR: 160646

PR #: FAFBRD4253B001
Amend 001, dated 29 SEP 2014

FSR: 014590
PSR: 506956
DSR: 160646

PR is Complete.

SECTION G CONTINUED:

Recap of funding from Reports is inserted herein

List of CLINS for FA8650-13-D-6368 0007

CLIN NO TOT AMT NET CHG NOUN
0001
000101
0002
0003
IO

-- Clause G002 is incorporated as set forth:

G002 PROGRAM MANAGER FOR THIS EFFORT IS:

HPW/RHDR

See Section F for DODAAC Code; FAFBRD

ACRN OBL NET CHANGE

AA

FA8650-13-D-6368 0007
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SCHEDULE

9. SECTION H - SPECIAL CONTRACT REQUIREMENTS APPLY IN ACCORDANCE WITH THE
CLAUSES/PROVISIONS IN THE BASIC IDIQ CONTRACT. SECTION H APPLIES SPECIFICALLY TO THIS
TASK ORDER AS SET FORTH BELOW:

-- H063 CONTRACTOR IDENTIFICATION (FEB 2003)

-- H098 BASE SUPPORT (SEP 2011)

-- H099 EXPORT CONTROLLED DATA RESTRICTIONS (APR 2012)
-- H101 INCORPORATION OF SUBCONTRACTING PLAN (APR 2012)

10. SECTION | - BASIC IDIQ CONTRACT CLAUSES APPLY AS FOLLOWS IN ACCORDANCE WITH
THE CLAUSES/PROVISIONS IN THE BASIC IDIQ CONTRACT. SECTION | APPLIES SPECIFICALLY TO
THIS TASK ORDER AS SET FORTH BELOW:

-- 52.223-03 HAZARDOUS MATERIAL IDENTIFICATION AND MATERIAL SAFETY DATA (JAN
1997)

-- 52.251-01 GOVERNMENT SUPPLY SOURCES (APR 2012)

-- 252.222-7006 RESTRICTIONS ON THE USE OF MANDATORY ARBITRATION
AGREEMENTS (DEC 2010)

--252.223-7001 HAZARD WARNING LABELS (DEC 1991)

--252.223-7006 PROHIBITION ON STORAGE AND DISPOSAL OF TOXIC AND HAZARDOUS
MATERIALS (APR 2012) - ALTERNATE I, (NOV 1995)

--252.225-7008 RESTRICTION ON ACQUISITION OF SPECIALTY METALS (MAR 2013)

--252.225-7009 RESTRICTION ON ACQUISITION OF CERTAIN ARTICLES CONTAINING
SPECIALTY METALS (MAR 2013)

-- 252.225-7048 EXPORT-CONTROLLED ITEMS (JUN 2013)

-- 252.235-7002 ANIMAL WELFARE (DEC 2011)

-- 252.235-7004 PROTECTION OF HUMAN SUBJECTS (JUL 2009)

-- 5352.223-9001 HEALTH AND SAFETY ON GOVERNMENT INSTALLATIONS (NOV 2012)
-- 5352.242-9000 CONTRACTOR ACCESS TO AIR FORCE INSTALLATIONS (NOV 2012)

-- 5352.242-9001 COMMON ACCESS CARDS (CAC) FOR CONTRACTOR PERSONNEL -AFRL (NOV
2012)

--252.251-7000 ORDERING FROM GOVERNMENT SUPPLY SOURCES (AUG 2012)
11. SECTION J - LIST OF ATTACHMENTS/EXHIBITS
-Statement of Work at Atch 1, Section J herein.

--Contract Holidays are in the Basic SOW and are incorporated herein by reference.

FA8650-13-D-6368 0007
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SCHEDULE

- DD Form 254 at, Atch 2, Section J of the Basic IDIQ apply to this order.

-Exhibit A, Contract Data Items, of the Basic IDIQ apply to this order as follows:

CDRLS: A001, A00O2, AOO3, A0O4, AOO5, AOO6, AOO7, AOO8 & A009

FA8650-13-D-6368 0007
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LIST OF ATTACHMENTS

DOCUMENT PGS DATE TITLE

EXHIBIT A 25 12 NOV 2014 DD254 DOD CONTRACT SECURITY
CLASSIFICATION SPECIFICATION

ATTACHMENT 1 5 05 SEP 2014  STATEMENT OF WORK ENTITLED: DIRECTED
ENERGY SYSTEMS EFFECTS OPTIMIZATION

FA8650-13-D-6368 0007
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1. CLEARANCE AND SAFEGUARDING
DEPARTMENT OF DEFENSE a. FACILITY CLEARANCE REQUIRED
CONTRACT SECURITY CLASSIFICATION SPECIFICATION :

(The requirements of the DoD Industrial Security Manual apply
to all security aspects of this effort.)

b. LEVEL OF SAFEGUARDING REQUIRED

N/A
2. THIS SPECIFICATION IS FOR: (X and compiete as applicable) 3. THIS SPECIFICATION IS: (X and complete as applicable)
a. PRIME CONTRACT NUMBER X ORGRAL e T e Gaa DATE (YYYYMMDD)
X FA8650-13-D-6368, TO-0007 a 20130815
b. SUBCONTRACT NUMBER b. REVISED REVISION NO. DATE (YYYYMMDD)
(Supersedes all

: ) DATE MDD,
; )

¢. SOLICITATION OR OTHER NUMBER | DUE DATE (YYYYMMDD) o AL SR A (YYYYMi

4. IS THIS A FOLLOW-ON CONTRACT? l YES | X I NO. If Yes, complete the following:

Classified material received or generated under (Preceding Contract Number) is transferred to this follow-on contract.
5. IS THIS A FINAL DD FORM 2547 | ] YES | X | NO. If Yes, compiete the following:
In response to the contractor's request dated , retention of the classified material is authorized for the period of

6. CONTRACTOR (/nciude Commercial and Govemment Entity (CAGE) Code)

3. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
General Dynamics Information Technology Inc OGR87 Defense Security Service (IOFND)

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
N/A N/A N/A

8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
SeeBlk 13 NA N/A

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

The goal of this effort is to optimize radiofrequency (RF) technologies with regard to biological systems interaction. To do this we will perform
rescarch that seeks to: 1) quantify and create biocffects models of the cffects of RF energy upon biological system functions, 2) develop applied RF
bioeffects knowledge that may be transferred to customers needing solutions to RF system questions, 3) provide data for next generation (DE)
systems, 4) improve applied bioeffects knowledge to improve standards and, §) research high power microwave sources to extend current
capabilities.

10. CONTRACTORWILL REQUIRE ACCESS TO: YES| NO |11.IN PERFORMING THIS CONTRACT, THE CONTRACT ORWILL: YES| NO
a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION X|* 3 o ) X
b. RESTRICTED DATA X | b. Recenve cussunso DOCUMENTS ONLY X
¢. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X | c. RECEIVE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA X | d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
e. INTELLIGENCE INFORMATION e. PERFORM sazv;css ONLY X
(1) Sensttve Compartmented Information (SC1) X : X
(2) Non-SCI X 9 X
f. SPECIAL ACCESS INFORMATION X h. REQUIRE A COMSEC ACCOUNT X
9. NATO INFORMATION x I HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION x J- HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS x
i. LIMITED DISSEMINATION INFORMATION k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE x
j. FOROFFICIAL USE ONLY INFORMATION X I. OTHER (Specify) X
k. OTHER (Specify) X | AFFARS 5352.204-9000 applies. See Blk 13.

_
DD FORM 254, DEC 1999 PREVIOUS EDITION IS OBSOLETE. Adobe Professional 7.0




12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided
by the Industrial Security Manual or unless it has been approved for public release by appropriate U.S. Government authority. Proposed public releases shall
be submitted for approval pricr to release | | Direct | 3¢ | Through (Specify)

Joint Base San Antonio (JBSA) Public Affairs
Public release of sensitive compartmented information is not authorized.
Ref Blk 10f: See Special Access Information addendum for details.

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.
*In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

13. SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying this
guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended
changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any
questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be handled and protected at the
highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort. Attach, or forward under separate correspondence, any
documents/guides/extracts referenced herein. Add additional pages as needed to provide complete guidance.)

The National Industrial Security Program Operating Manual (NISPOM), Feb 06, applies.
The DoD security classification guide entitled "Joint Non-Lethal Weapons Program," dated October 1999, the HQ USAF SCG for
Directed Energy (DE) Weapon and Counter High Power Microwave (CHPM) Weapon Technology SCG dated 21 June 1999 shall
be used when determining the classification of most data under this contract.

Item 8a. Work performed under this contract will be al_& elsewhere
as directed by the program manager including military installations & approved contractor operated secure facilities.

Ref Blk 10e(2): Contractor will require access to intelligence information and must comply with AFI 14-303/AFMC Supplement 1.
The Program Manager has determined that disclosure does not create an unfair competitive advantage for the contractor or a conflict
of interest with the conrractor s obligation to protect the information and will submit the AFMC Form 210 to AFRL/RYQY for

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to ISM requirements, are established for this contract. ! X l Yes | I No
(If Yes, identify the pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identifies the adoi
requirements. Provide a copy of the requirements to the cognizant secunity office. Use Item 13 if additional space is needed.)

Ref Blk 10e(1): SCI security requirements apply, (see 21 IS/INS, SSO WPAFB, SCI addendum, for details).
Ref Blk 10e(2): Access to SIPRNET isrequired. Ref Blk 10f: See Special Access Information addendum for details
Ref Blk 11j: OPSEC requirements apply. See Statement of Objectives (SOO) for requirements.

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. l X ] Yes ] | No
(If Yes, explain and identify specific areas or elements carved out and the activity responsible for inspections. Use item 13 if additional space is needed.)

Ref Blk 10e(1): SCI security requirements apply, see SCI addendum (para 13) for details.

Ref Blk 10f: See Special Access Information addendum for details

Ref BIk 111: Contractor performance will occur at JBSA Ft Sam Houston, TX. DSS is relieved of all inspection responsibilities for contractor

performance on the installation. 502 ABW/IP will maintain security oversight.

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All questions shall be referred to the official named below.

b. TITLE : c. TELEPHONE (Include Area Code)

Contracting Oiticer CONTRACTING OFFICER

d. ADDRESS (Include Zip Code) 17. REQUIRED DISTRIBUTION

AFRL/RQKHA X | a. CONTRACTOR

b. SUBCONTRACTOR

¢. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

d. U.S.ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
6. ADMINISTRATIVE CONTRACTING OFFICER

1. OTHERS AS NECESSARY

e. SIGNATURE

X% | X
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ADDENDUM 1 TO DD FORM 254
Contract No: FA8650-13-D-6368
Date of Attachment: 22 April 2014

BIk 12, Continued

Public Release of Sensitive Compartmented [Information (SCI) is NOT authorized
Ref Blk 10f: See Special Access Information addendum for details.

BIk 13, Continued
Program Manager
Ref Blk 17¢ (ACO): TBD

Ref Blk 17f (DISTRIBUTION):

ss Asw/ieD [ N N
arrL [ 1R voy. N N
ABNIINRNNORWINGSY o) o)

71 wewiovs, [ N

SPECIAL ACCESS INFORMATION




ATTACHMENT 1 TO DD FORM 254
Contract No: FA8650-13-D-6368
Date of Attachment: 22 April 2014

BLK 13 SECURITY GUIDANCE: cont’

{2

Ref blk 10e (2): Non-SCI. Contractor will require access to intelligence information and
must comply with AFI 14-303/AFMC Supplement 1. The Program Manager has determined
that disclosure does not create an unfair competitive advantage for the contractor or a conflict
of interest with the contractor's obligation to protect the information and will submit the
AFMC Form 210 to AFRL/RYOQY for approval prior to granting access. SIO must grant
approval prior to granting a subcontractor access. Intelligence material will be protected
according to its security classification and any special handling caveats. A record must be
maintained of all intelligence materials releaséd to the contractor and furnish the local SIO
with a listing upon the local SIO request. (See attachment 3)

Ref blk 10g: The contractor is permitted access to North Atlantic Treaty Organization
(NATO) information in performance of this contract. Access to NATO information requires
a final US Government clearance at the appropriate level. The government program/project
manager is the designated representative that will ensure the contractor security manager and
concerned employees are NATO-briefed prior to access being granted. Prior approval from
the contracting activity is required for subcontracting.

Ref blk 10h: The contractor is permitted access to Foreign Government information in
performance of this contract. Access to Foreign Government information requires a final US
Government clearance at the appropriate level. The government program/project manager is
the designated representative that will ensure the contractor security manager and concerned
employees are briefed on export control regulations and processes prior to access being
granted. Prior approval from the contracting activity is required for subcontracting.

Ref blk 10j: FOUO information provided under this contract shall be safeguarded as
specified in the attachment “Protecting For Official Use Only (FOUO) information. (See
Attachment # 4)

Ref blk 11a: Contractor performance is restricted to AFRL 711 HPW/RHDR, Joint Base San
Antonio (JBSA) Fort Sam Houston, TX and other locations as required. Other locations
include the contractor’s facility, Air Force training ranges, other AFRL government and
contractor facilities, etc. Using contractor or activity will provide security classification
guidance (SCG) for performance of this contract. Security Classification Guides Index (See
Attachment # 6)

Refblk 11b: Sometimes a change in circumstances may cause a situation where the
contractor will need to generate some classified materials. Any classified information
generated in the performance of this contract shall be classified according to the markings
shown on the source material.



Ref blk 11c: Receive and Generate Classified Material: This means the contractor is
expected to receive and generate classified material, documents, and/or hardware; will be
required to have safeguarding capability; and will required detailed and specific security
guidance such as outlined in a program specific Security Classification/Declassification
Guide (SCDG). Any classified information generated in the performance of this contract
shall require the contractor to apply derivative classification and marking consistent with the
source material.

Ref blk 11g: The contractor will prepare and process a DD Form 1540, Registration for
Scientific and Technical Information Services, and DD Form 1541, Facility Clearance
Register.

Ref Blk 11i: EMSEC requirements apply to the SCIF execution location. See
Defense Federal Acquisition Regulation Supplement (DFARS) Clause
252.239-7000, Protection Against Compromising Emanations, dated 25 Jun 04,
revised 10 Jan 08; Intelligence Community (IC) Tech Spec-for ICD/ICS 705,
Technical Specifications For Construction and Management of Sensitive
Compartmented Information Facilities, version 1.2, dated 23 Apr 12;
Committee on National Security Systems Advisory Memorandum (CNSSAM)
TEMPEST/01-13, Red/Black Installation Guidance, dated 17 Jan 14.

Ref blk 11j: Operations security (OPSEC) requirements apply. The contractor shall provide
OPSEC protection for all sensitive/critical information as defined by Air Force Instruction
(AFI) 10-701 and Tri Service Research Laboratory OPSEC Plan. The contractor shall
describe the steps necessary to protect sensitive/critical information. The User Agency
OPSEC Coordinator will evaluate the OPSEC posture of contract activities and operations
(See Attachment # 5).

Refblk 14: DoD 5105.21-M-1 and AFMAN 14-304; DCID 6/1, ICS 2008-700-1 and ICPM
2006-700-8; DCID 6/3, ICD 503 and ICS 2008-500-1; DCID 6/4, ICD 704/ICPGs 704.1.
ICPG 704.2, ICPG 704.3, ICPG 704.4, ICPM 2007-700-3, ICPM 2006-700-5, and ICPM
2006-700-6; DCID 6/6; DCID 6/8 and ICD 701, ICD 705, ICD 702; and Joint
DoDISS/Cryptologic SCI Information Systems Security Standards (JDCSISSS) provide the
necessary guidance for physical, personnel, industrial, information, and information systems
security measures and are part of the Sensitive Compartmented Information (SCI) security
specifications for the contract.
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RELEASE OF NON-SENSITIVE COMPARTMENTED INFORMATION (NON-SCI)
INTELLIGENCE INFORMATION TO US CONTRACTORS

1. Requirements for access to non-SCI:

a. All intelligence material released to the contractor remains the property of the US
Government and may be withdrawn at any time. Contractors must maintain accountability for all
classified intelligence released into their custody

b. The contractor must not reproduce intelligence material without the written permission of
the originating agency through the Intelligence Support Office. If permission is granted, each
copy shall be controlled in the same manner as the original.

c. The contractor must not destroy any intelligence material without advance approval or as
specified by the contract monitor (CM). (EXCEPTION: Classified waste shall be destroyed as
soon as practicable in accordance with the provisions of the Industrial Security Program).

d. The contractor must restrict access to only those individuals who possess the necessary
security clearance and who are actually providing services under the contract with a valid need-
to-know. Further dissemination to other contractors, subcontractors, other government agencies,
private individuals or organizations is prohibited unless authorized in writing by the originating
agency through the CM.

e. The contractor must ensure each employee having access to intelligence material is fully
aware of the special security requirements for this material and shall maintain records in a
manner that will permit the contractor to furnish, on demand, the names of individuals who have
had access to this material in their custody.

f. Intelligence material must not be released to foreign nationals or immigrant aliens
whether they are consultants, US contractors, or employees of the contractor and regardless of
the level of their security clearance, except with advance written permission from the originator.
Requests for release to foreign nations shall be initially forwarded to the contract monitor and

shall include”
(1) A copy of the proposed disclosure

(2) Full justification reflecting the benefits to US interests

(3) Name, nationality, particulars or clearance, and current access authorization of
each proposed foreign national recipient. -

g. Upon completion or termination of the classified contract, or sooner when the purpose of
the release has been served, the contractor will return all classified intelligence material



(furnished or generated) to the source from which received unless retention or other disposition
instructions are authorized in writing by the CM.

h. The contractor must designate an individual who is working on the contract as a
custodian. The designated custodian shall be responsible for receipting and accounting for all
classified intelligence material received under this contract. This does not mean that the
custodian must personally sign for all classified material. The inner wrapper of all classified
material dispatched should be marked for the attention of a designated custodian and must not be
opened by anyone not working directly on the contract.

i. Within 30 days after the final product is received and accepted by the procuring agency,
classified intelligence materials released to or generated by the contractor, must be returned to
the originating agency though the contractor monitor unless written instructions authorizing
destruction or retention are issued. Requests to retain material shall be directed to the CM for this
contract in writing and must clearly indicate the justification for retention and identity of the
specific document to be retained.

j. Classification, regarding, or declassification markings of documentation produced by the
contractor shall be consistent with that applied to the information or documentation from which
the new document was prepared. If a compilation of information or a complete analysis of a
subject appears to require a security classification other than that of the source documentation,
the contractor shall assign the tentative security classification and request instructions from the
contract monitor. Pending final determination, the material shall be safeguarded as required for
its assigned or proposed classification, whichever is higher, until the classification is changed or
otherwise verified.

k. Intelligence released to contractors, all reproductions thereof, and all other material
generated based on, or incorporating data there from (including authorized reproductions),
remain the property of the US Government. Final disposition of intelligence information shall be
governed by the sponsoring agency.

2. The CM will provide a copy of the Controlled Access Program Coordination Office

(CAPCO) guide to the contractor for special/control markings

3 Policies and procedures for contractors inside Government-owned or controlled facilities:
a.  Contractors who perform duties inside a Government-owned or controlled facility

will follow the procedures and policies of that sponsoring Intelligence Community member in
accordance with Section VI.A of the Defense Central Intelligence Directive (DCID) 6/6.

4. Policies and procedures for contractors outside government-owned or controlled
facilities:
a. Contractors who perform duties outside of government-owned or controlled

facilities will adhere to the following additional policies and procedures:

i.  The Senior Intelligence Officer (SIO) of the sponsoring agency, or her/his
designee, is responsible for ensuring that releases to contractors of intelligence



ii.

1il.

iv.

V1.

Vii.

marked ORCON and/or PROPIN are made only with the consent of the
originating agency pursuant to ICD 710, sections V — X and Annexes A/B of
DCID 6/6, and through established channels.

The sponsoring agency shall maintain a record of material released.

Contractors shall establish procedures to control all intelligence received,
produced, and held by them in accordance with the provisions of the National
Industrial Security Program Operating Manual. This will not impose internal
receipt and document accountability requirements for internal traceability and
audit purposes.

All reproductions and extractions of intelligence shall be classified, marked, and
controlled in the same manner as the original (s).

Sensitive Compartmented Information released to contractors shall be controlled
pursuant to the provisions of DCID 6/1 as amended by ICPM 2006-700-8.

Sponsoring agencies shall delete any reference to the Central Intelligence Agency
(CIA), the phrase “Directorate of Operations” and any of its components, the
place acquired, the field number, the source description, and field dissemination
from all CIA Directorate of Operations reports passed to contractors, unless prior
approval to do otherwise is obtained from CIA.

Contractor will require access to intelligence information and must comply with
AFI 14-303/AFMC Supplement 1. The Program Manager has determined that
disclosure does not create an unfair competitive advantage for the contractor or a
conflict of interest with the contractor's obligation to protect the information and
will submit the AFMC Form 210 to AFRL/RYOY for approval prior to granting
access.
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FOR OFFICIAL USE ONLY (FOUO)

The following procedures will be used to protect FOR OFFICIAL USE ONLY (FOUO)
information.

1. HANDLING: Access to FOUO material shall be limited to those employees who need
the material to do their jobs. The FOR OFFICIAL USE ONLY marking is assigned to
information when created by a DOD User Agency. FOR OFFICIAL USE ONLY is not a
classification, but requires extra precautions to ensure it is not releasable to the public.

2. MARKING:

a. Mark an unclassified document containing FOUO information “FOR OFFICIAL
USE ONLY” at the bottom of each page containing FOUO information and on the bottom of the
front or front cover (if any) and on the back of the last page and on the back cover (if any).

b. In a classified document, mark;

(1) An individual paragraph that contains FOUO, but not classified information, by
placing “FOUQO” at the beginning of the paragraph.

(2) The top and bottom of each page that has both FOUO and classified information,
with the highest security classification of the information on that page.

(3) “FOUQ” at the bottom of each page that has FOUO information but is not
classified.

(4) If a classified document also contains FOUO information or if the classified
material becomes FOUO when declassified, place the following statement on the bottom of the
cover or the first page, under the classification marking: “NOTE: If declassified, review the
document to make sure material is not FOUO and not exempt under Reference DoD
5400.7-R_AFMAN 33-302, 21 October 2010 before public release.”

c. Mark other records, such as computer printouts, photographs, films, tapes, or
slides “FOR OFFICIAL USE ONLY” so that the receiver or viewer knows the record contains
FOUO information.

d. Mark each part of a message that contains FOUO information. Unclassified
messages containing FOUO information must show the abbreviation “FOUO” before the
message begins.

e Make sure that documents that transmit FOUO materials call attention to any
FOUO attachments.



3. STORAGE: To safeguard FOR OFFICIAL USE ONLY records during normal duty
hours, place them in an out-of-sight location if your work area is accessible to persons who do
not have a valid need for the information. After normal duty hours, store FOUO records to
prevent unauthorized access. File them with other unclassified records in unlocked files or desks
when normal internal building security is provided. When there is no internal security, locked
buildings or rooms usually provide adequate after-hours protection. For additional protection,
store FOUO material in locked containers such as file cabinets, desks, or bookcases. Expenditure
of funds for security containers or closed areas solely for the protection of FOUO data is
prohibited.

4. TRANSMISSION: FOUO material shall be transmitted by the same methods as other
UNCLASSIFIED material. Discussion of FOUO material on the telephone is authorized if
necessary for performance of the contract. FOUO information may be transmitted over telephone
lines in digital form, by telecopies, or by other commercial teletype lines without encryption.

5 RELEASE: FOUO information may be released only to DoD components, officials of
DoD components, and other DoD contractors when needed to conduct official DoD business.

6. DESTRUCTION: When no longer needed, FOUO information may be disposed of by
any method which will preclude its disclosure to unauthorized individuals.



ATTACHMENT 5 TO DD FORM 254
Contract No: FA8650-13-D-6368
Date of Attachment: 22 April 2014

OPERATIONS SECURITY

This attachment provides guidance to contractors when DOD Operations Security (OPSEC)
requirements are imposed by DOD User Agencies.

The general aim of OPSEC is to promote mission effectiveness by preserving essential secrecy
about US intentions, capabilities, and current activities.

OPSEC is directed to the protection of UNCLASSIFIED intelligence indicators on classified or
sensitive programs of such nature that the disclosure of the indicators may lead to the
compromise of classified or sensitive information. Security essential to defense activities may be
compromised whenever open sources (such as technical articles, press releases, National
Technical Information Services publication, the Congressional Record, Commerce Business
Daily, or contract awards) and detectable activities (such as communications, logistics actions,
research, development and test activities, or radar emissions) provide information that hostile
Intelligence Services (HOIS) can piece together resulting in actions harmful to US interests.

OPSEC, thus, encompasses activities which are unique to the OPSEC process, i.e., (a)
determining, through threat/vulnerability analysis, whether there are unacceptable/undesirable
intelligence indicators and what they are; (b) developing and implementing countermeasures to
best eliminate or minimize them.

OPSEC is concerned with all sources of exploitable information. It covers the total problem by
addressing vulnerabilities and countermeasures for a specific program. It is the protection of
things we do, our operations, tests, and activities. OPSEC is oriented principally to those
instances in which evaluations indicate program weaknesses which could lead to the disclosure
of classified information.

Unlike other security programs, OPSEC does not readily lend itself to complete identification of
security requirements (counter-measures) during initial contract preparation. In order to
judiciously apply OPSEC measures to a contractor’s facility or on-base activity, OPSEC
planners must first know the security profile and specific vulnerabilities/weaknesses of the
facility or activity in question. In order to achieve this starting point, input from the contractor in
the form of an initial OPSEC plan must be developed and provided by the contractor. Contractor

OPSEC plans are then reviewed by the GG
d for approval. Once approved, contractor OPSEC plans are then tailored to specific

program requirements and countermeasures are specified accordingly; extensive and ongoing
coordination is essential. OPSEC countermeasures and plans must be flexible to address changes
in the threat environment.

When requested by the installation commander, the Cognizant Security Officer (CSO) will
perform OPSEC inspections of contractor facilities located on military installations; the CSO has
principal responsibility for inspecting the contractor’s compliance with OPSEC requirements.



Cognizant User Agency representatives may accompany the CSO if requested. OPSEC
inspections will be accomplished as part of the regular industrial inspection.

Refer to DOD 5220.22-M Sup 1 (Feb 1995), Chapter 11, Section 4 and 5; AFI 31-601 and
supplements; AFI 10-701 and supplements.
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LOCAL CONTRACT SECURITY REQUIREMENTS

§ Pass and Identification Items. (Host Unit) shall ensure pass and identification items are
obtained for all employees. The DoD Common Access Card (CAC), (AFI 36-3026) is used for
access to the government computer systems and software. CAC applications are accomplished
by Trusted Agents via the Contractor Verification System (CVS).

2 Listing of Employees. The contractor shall maintain a current listing of employees. The
list shall include employee's name, social security number, and date of investigation work
involves unescorted entry to Air Force restricted or other sensitive areas designated by the
installation commander. The list shall be validated and signed by the company supervisor, will
be updated when an employee's status or information changes.

;i Freedom Of Information Act Program (FOIA). The contractor shall comply with DoD
Regulation 5400.7-R/Air Force Supplement, DoD Freedom of Information Act Program,
requirements. The regulation sets policy and procedures for the disclosure of records to the
public and for marking, handling, transmitting, and safeguarding For Official Use Only (FOUO)
material. The contractor shall comply with AFI 33-332, Privacy Act Program, when collecting
and maintaining information protected by the Privacy Act of 1974 authorized by Title 10, United
States Code, Section 8013. The contractor shall remove or destroy official records only in
accordance with AFMAN 33-363, Management of Records, or other directives authorized in AFI
33-322, Records Management Program.

4. Reporting Requirements. The contractor shall comply with AFI 71-101, Volume- 1,
Criminal Investigations, and Volume-2, Protective Service Matters, requirements. Contractor
personnel shall report to an appropriate authority, any information or circumstances of which
they are aware may pose a threat to the security of DoD personnel, contractor personnel,
resources, and classified or unclassified defense information. Contractor employees shall be
briefed by their immediate supervisor upon initial on-base assignment and as required thereafter.

5. Additional Security Requirements. In accordance with DoD 5200.1-R and AFI 31-401,
the contractor shall comply with AF133-100, User Responsibilities and Guidance for Information
Systems ; AFI 33-200, Information Assurance (IA) Management; and DoD Standard 22/Force
Protection Condition Measures, DoD Standard 25/Level I-AT Awareness Training, and
associated tasking contained in AFI 10-245, Antiterrorism (AT) standards. Level I AT
Awareness training is available for contractor personnel and can be requested contacting the
local Antiterrorism Office.

6. Physical Security. Contractor employees shall comply with base Operations
Plans/instructions for FPCON procedures, Random Antiterrorism Measures (RAMS) and local
search/identification requirements. The contractor shall safeguard all government property,
including controlled forms, provided for contractor use. At the close of each work period,




government equipment, facilities, and other valuable materials shall be secured. During
increased FPCONSs, contractors may have limited access to the installation and should expect
entrance delays.

7. Traffic Laws. The contractor and their employees shall comply with base traffic
regulations.



Block 12:
Public release of Sensitive Compartmented Information (SCl) is NOT authorized.
Ref Blk 10f: See Special Access Information addendum for details

Block 13:

DIOEEEE OIC

servicing SSO: NI 1 's/Ns, sso WPAFS, (BN

Chietofsecuriy NS 711 +7w/ovs [N

The DoD security classification guide entitled "Joint Non-Lethal Weapons Program," dated October
1999, the HQ USAF SCG for Directed Energy (DE) Weapon and Counter High Power Microwave (CHPM)
Weapon Technology SCG dated 21 June 1999 shall be used when determining the classification of most
data under this contract.

Item 8a. Work performed under this contract will be at 711 HPW/RHD,_

[EEEE: <'sc\here as directed by the program manager including military installations &
approved contractor operated secure facilities.

Ref Blk 10e(1): Contractor requires access to SCl materials; SCI security requirements apply, (see 21
IS/INS, SSO WPAFB, SCl addendum, for details).

Ref Blk 10e(1): Contractor requires access to SCI materials; SCI security requirements apply, see SCI
addendum for details.

Ref Blk 10e(2): Contractor will require access to intelligence information and must comply with AFI 14-
303/AFMC Supplement 1. The Program Manager has determined that disclosure does not create an
unfair competitive advantage for the contractor or a conflict of interest with the contractor's obligation
to protect the information and will submit the AFMC Form 210 to AFRL/RYOY for approval prior to
granting access.

Ref Blk 10e(2): Access to SIPRNET is required.
Ref Blk 10f: See Special Access Information addendum for details

Ref Blk 10g: NATO briefing required prior to granting access. See NISPOM Chapter 10 for details.



Ref Blk 10j: See DoDM 5200.01, Volume 4, DoD Information Security Program: Controlled Unclassified
Information (CUI), Enclosures 3 & 4 and DoD 5400.7 -R/Air Force Manual 33-302, DoD Freedom of
Information Act (FOIA) Program, for requirements.

Ref Blk 11a: Using activity will provide security classification guidance for performance on this contract.
On base performance in support of 711 HPW/RHDR will occur in Bldg 3260, JBSA Ft Sam Houston, TX. If
any classified information is generated in the performance of this contract at the identified location, the
contractor shall apply derivative classification and markings consistent with the source material.

Ref Blks 10a/11h: COMSEC/Cryptologic, Safeguarding requirements apply. See AFl 33-201 Volume 2,
Communications Security (COMSEC) User Requirement for details.

Ref Blk 11i: EMSEC requirements apply to the SCIF execution location. See
Defense Federal Acquisition Regulation Supplement (DFARS) Clause
252.239-7000, Protection Against Compromising Emanations, dated 25 Jun 04,
revised 10 Jan 08; Intelligence Community (IC) Tech Spec-for ICD/ICS 705,
Technical Specifications For Construction and Management of Sensitive
Compartmented Information Facilities, version 1.2, dated 23 Apr 12;
Committee on National Security Systems Advisory Memorandum (CNSSAM)
TEMPEST/01-13, Red/Black Installation Guidance, dated 17 Jan 14.

Ref Blk 11I: Provide the information requested by the Notification of Government Security Activity and
Visitor Group Security Agreements clause, Air Force Federal Acquisition Regulation Supplement

(AFFARS) 5352.204-9000, to 88 ABW/IPD, IS
Ref Blk 17e (AcO): AFLcmc/pziEA GG

Ref BIk 17f (DISTRIBUTION):

servicing IP: [N ISR 71 HPw/oms, [N

g8 Asw/1p, N

AFRL: arrt/rvoy, [

2115715, 550 wars (I
711 HPW/OMS (Security Manager_

Block 14:

Ref Blk 10e(1): SCl security requirements apply, see SCl addendum for details.

Ref Blk 10f: See Special Access Information addendum for details



Ref Blk 11j: OPSEC requirements apply. See Statement of Objectives (SOO) for requirements.

Ref Blk 10e(1): SCI security requirements may apply in future delivery orders. Tasking units will provide
specific requirements and guidance. See SCl addendum for general guidance.

Ref Blk 11j: OPSEC requirements may apply in future delivery orders. Each delivery order will provide
specific guidance.

Block 15:
Ref Blk 10e(1): SCI security requirements apply, see SCl addendum (para 13) for details.
Ref Blk 10f: See Special Access Information addendum for details

Ref Blk 11I: Contractor performance will occur at JBSA Ft Sam Houston, TX. DSS is relieved of all
inspection responsibilities for contractor performance on the installation. 502d ABW/IP will maintain
security oversight.
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FA8650-13-D-6368

Task Order 0007
Directed Energy Systems Effects Optimization

STATEMENT OF WORK
1. SCOPE:

The Air Force has an ongoing mission to provide research for the development and
deployment of emerging directed energy (DE) systems. Additionally, there is a need to
produce data that evaluates and supports DE system effectiveness, its policy acceptability,
optimal use, to develop radio frequency decision support tools for the warfighter, and to
counter the bioeffects produced by DE technologies.

Under this task order (TO), the contractor shall conduct research including experimental
design execution, and data analysis of bioeffects resulting from RF energy and on direct-
contact systems. They will participate in a technical interchange/information gathering
capacity at standards development meetings. This task order effort encompasses the
following specific objectives: 1) improve understanding of RF energy on biological
systems; 2) use modeling and simulation methods to operationalize scientific knowledge;
3) analyze bioeffects of direct-contact systems; 4) participate in the dissemination of
approved information regarding research objectives, progress and results; and 5)
participate in technical interchange/information gathering meetings of RF exposure
standards setting institutions.

2. OBJECTIVES:

Conduct biological effects research development, optimization and deployment of future
DE weapons and other emerging technologies that could be beneficial to the Air Force
and the war fighter. The research will lead to a better understanding of the bioeffects
of DE weapons; as well as methods to counter the bioeffects produced by these
technologies. This research is intended to characterize behavioral and physiological

responses of individuals in response to high average power and high peak power
directed energy systems.

a. Research Descriptions.

This task order will (a) accomplish various research studies, e.g., developing test
plans and protocols, conducting tests, performing data collection and analysis, writing
reports and research papers, developing integrated databases and developing models;
(b) procure subjects to participate in human research studies; and (c) provide
materials, equipment, and supplies to operate, modify, maintain, and develop
specialized research capabilities for research under this task order. Tasks will
include, but not be limited to the following:



vi.

Vii.

viii.
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GDIT shall provide laboratory and field testing of the bioeffects of millimeter wave
DE systems. GDIT shall conduct technology demonstrations, and evaluations of DE
systems. GDIT shall provide scientific and technical expertise, directly related to
research being conducted under this order.

GDIT shall develop and execute human use and animal research protocols to
investigate the biological effects of DE systems. At the conclusion of the
experiments, GDIT shall perform appropriate statistical analyses of the results and
prepare a report suitable for publication in a peer-reviewed journal.

GDIT shall conduct research that increases the RF science community's
understanding of fundamental biological processes impacted by RF exposure
environments, including: cardiovascular, reproductive, immune, neurological,
gastrointestinal, and endocrine.

. GDIT shall develop and acquire RF energy dosimetry tools, including

mathematical models of animals and man, tissue dielectric values, and numerical
methods (e.g., finite difference time domain). GDIT shall test the dosimetry tools
during research of radiofrequency energy and direct electrical injection, using cells,
isolated tissue preparations, animals, and humans. GDIT shall create a pain
nociception computational model including temporal and spatial summation factors,
differing sensor types, and current cognitive/neurological models of pain perception.
The model should receive an initial validation effort including any necessary animal
and human research.

GDIT shall analyze the bioeffects of direct-contact systems. Specifically, effects of
rapid-rise-time, short-duration, high-voltage, low- current impulses on biochemical
or physiological responses should be studied, as well as the efficacy and safety of
such systems.

GDIT shall perform laboratory research on damage thresholds of RF energy, using cells,
isolated tissue preparations, animals, and humans (e.g., to determine rhabdomyolysis
(breakdown of muscles, with release of substances into thecirculation), acidosis, other
blood changes such as hyperkalermia, and cardiac arrhythmias) and use appropriate
histological methods to estimate the degree of damage.

GDIT shall perform routine scheduled maintenance of the research laboratories,
systems, and ancillary equipment for research under this task order. In addition, GDIT
shall maintain and calibrate associated instrumentation/equipment; and provide
hardware and software modifications and upgrades to meet the task order research
objectives and goals.

GDIT shall provide persons to serve as research subjects in various simulations and
laboratory experiments. GDIT shall provide screening, scheduling, and training of

subjects in support of DE research.

GDIT shall investigate and develop a state-of the-art high power microwave source for
use in extending current RF bioeffects research capabilities.

Contractors involved at any level in the Directed Energy Systems Effects Optimization



FA8650-13-D-6368 TO 7
SECTION J, Attachment 1
5 September 2014

effort shall be expected to prepare abstracts, posters, platform talks for and present at
scientific conferences.

Other Information.
a. Hazardous Waste.
GDIT shall use hazardous materials in research studies under this effort. Contractors shall

be required to complete Ft. Sam Houston hazardous materials training. All hazardous waste
shall be disposed of by the government.

b. Human Use.

GDIT shall use human subjects in research studies under this effort. The final contract shall
include the clause entitled "Protection of Human Subjects." For the performance of the

contract, GDIT shall be complying with the provisions of the following
directives/regulations:

i. Department of Defense, Title 32, Code of Federal Regulations, Part 219 (32 CFR
219),"Protection of Human Subjects" July 2006;

i. DHHS Regulations, Title 45, Code of Federal Regulations, Part 46 (45 CFR 46)
"Protection of Human Subjects," July 2009;

iii. DoD Instruction 3216.02, "Protection of Human Subjects and Adherence to Ethical
Standards in DoD Supported Research,”" November 2011;

iv. Air Force Instruction 40-402, "Protection of Human Subjects in Biomedical and
Behavioral Research, (May 2005);" and (v) AFRL Instruction 40-402, "Using Human
Subjects in Research, Development, Test, and Evaluation" (October 2008).

v. Contractor personnel performing human use research shall be required to take
government sponsored initial and annual refreshers "Basic Human Subjects - Biomedical

& Social & Behavioral Focus"

Human testing shall not commence until approval from the Air Force IRB has been
obtained.

c. Animal Use:

i. GDIT shall use animals in research studies under this effort. GDIT shall comply,
as appropriate, with the provisions of the following directives/regulations:

(1) Air Force Manual 40-401(I), "The Care and Use of Laboratory Animals in DoD
Programs", July 2006;

(2) "DoD Instruction 3216.01, "Use of Animals in DoD Programs," September
2010.

ii. Moreover, GDIT shall maintain records associated with animal subjects research as



d.

4,
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required by the approved protocol.

iii. Contractor personnel performing animal use research shall be required to take
government sponsored initial and annual refreshers training as prescribed by the on-site

Veterinarian Contractor personnel working with animals shall be required to have an
annual "negative" Tuberculosis (TB) test at the expense of GDIT.

Animal testing shall not commence until approval from the Air Force Institutional
Animal Careand Use Committee hasbeenobtained.
Base Support/Network Access shall be provided at JBSA-FT Sam Houston TX for the

performance of this task order.

Deliverables

List of all Deliverables:

a. Reports: Status, Technical, Financial, Presentation, and Final

b. Hardware: Lab prototype hardware (STE)
c. Software: Lab data collection and analysis software.

CDRLS: A001, A002,A003, A004, AOOS, A006, A007, A0O08 & A009.





