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Communication using the electromagnetic ¢ AnalystinMilitary he s
modern military capabilities. The Department of Defense (DOD) uses@magnetic radiation  Capabilities and Programs
to enable military communications, navigation, radar, nonintrussgection of aircraft, and
other equipmenDOD also heavily relies on electromagnetic radiation for intelligence, Jill C. Galla
. . L . ) . . gher
surveillance, and reconnaissance (ISR) applications such as missile early warning and sigr Analyst in
intelligence. Individual branches of the rtaliy (e.g., the Air Force, Army, Marine Corps, Navy Tejecommunications
and Space Force) currently are allotted significant ranges of frequency bands to enable var Policy
equipment and applications that support military operations.
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Kelley M. Sayler
Analyst in Advanced
Technology and Global

Potential adversaries like China and Russiatabserved how the United States wages war
through conflicts ranging from Desert Storm to Allied Force, Iraqi Freedom, and Enduring

Freedom over the past 30 years. These p01Securit rsar
spectrum as a critical enlab, and, as a result, have developed weapon systems, particularly y
electronic warfare (EW) platforms, desigi1 enge

spectrum. These technologies designed to deny access to the spectrum are part offa series

systems and technologies that are commonly referred to ascaegs/area denial capabilities.

Several new and emerging technologies and methods to employ existing technologies (called concepts) are being developed
to counter these challenges. These tenhnologies include directed energy, artificial intelligence, and counteanned

aircraft systems. Concepts like Joint All Domain Command and Control (JADC2) and Mosaic Warfare look to change the
nature of how the DOD communicates and uses the spectrum

The U.S. government manages access to and use of spectrum. As the nation continues to experience significant growth in
commercial wireless services (e.g., mobile phones, mobile applications, video strearvify,d&inand for spectrum has
increased. Cagress has enacted policies to make additional spectrum available for commercial use, in some cases
reallocating spectrum from federal agency use to commercial use. As Congress considers policies that reallocate spectrum
from DOD to commercial use, it mapasider the following issues:

9 Interoperability (i.e., the ability of one radio or computer system to talk to another). Each of the military
services has developed robust networks of their own; however, many are often unable to communicate with
one another

f DODb6s ability to keep pace with t ecAldvesdriesglucltas | advance
Russia, China, I ran, and North Korea have developed s
access the spectrum and to reduce the effectganfefuture technologies.

T The private sectorés increasing interest in using fre
The advent of fifth generation communications technologies (5G) has increased the demand for multiple
different frequency barsd which has the potential to disrupt military operations. For example, in 2020 the
Federal Communications Commission (FCC) authorized the Ligado 5G network, which could affect the
global positioning system’s radio signals.

1 Spectrum sharing.Emerging techologies and policies are demonstrating that DOD and commercial
systems are able to use the same frequencies without
identifying such potential spectrusharing frequencies and the ability to develop technasomigckly
may also be of interest to Congress.

i The interagency process for spectrum allocatiorQuestions about the interagency process emerged after
the FCC authorized Ligado’s 5G network to operate, de
agencies disagreed with that decision.

9 Anticipating future spectrum needs for both commercial and military usersMuch attention has
focused on 5G technologies. However, new technolegliée a future sixth generation (6G) of
communications technologieswill increase demand for additional spectrum. Moreover, new military
technologies may change how DOD uses the spectrum and may require a different spectrum allocation.
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he Department of Defense (DOD) is the largest
spect¢tthmem s polctt thvorhds frequencieppect o8 snmmbd¢e¢r p
of technologies and us e st.daDyODb austiisl,i zfeosr stpreacitnr

for military operations. Thus, any changes to sy
domestically and with all iseisg mibfriocaadn £ IFyu ritnh esrp e cDt(
dependent technologies. A summary of some of the
communications, satellites, radar technologies t
intelligence and electvioded WalrdwreChardgaoliogisp
affect how DOD can use, manipulate, or develop t
The Department of Defense (DOD), partly through

prioritize 1its management al@D uhsaes ocfr etahtee ds pneecw r v
organizational structures and is in the process
recognizing the importance the spectrum plays 1ir
Electromagnetic Spectrum Operations publication

[tlhe electromagnetic spectrum (EMS) is a maneuver space essential for facilitating control

within the operational environment (OE) and impacts all portions of the OE and military

operations ... Just as in the physical domains and in cyberspace, military faneuver

and conduct operations within the EMS to achieve tactical, operational, and strategic

advantage. Freedom of maneuver and action within the EMS are essential to US and

multinational operation.

Wh alst he EI|l ect rSpopmad A aitm?c

The terloentagnetic spectrum is the range of wavelen
radidtmohudes radio waves q anyisc,r oawadv(egsk,imguair seiabylse 1
1) El ectr oma g niest iacl Ir aadraoaut nbde nupsr.o dlutc ed by natural s

lightning or -mmahde ssuomur coers ,b ys umcain carso waavdei oo vternasn,s mi
l asenXr,ay makEhd mtesomagnetic radiation travels th
solid materials in the form of waves. These wave
have both electric and magnet i’waprd fiaemgdt he s. Suct
ene Sgy.cnil nseslsefct r omagnetwavevlasvmegt b yort hfeiequency.
shorter wavelengths (e.g., gamma rays) have higtl
longer wavelengths (r.fgrequandioe swaavred )l hwere dmowovr

1 Department of Defensépint Electromagnetic Spectrum OperatipdB 385, Washington, DC, March 22, 2020, p. v,
https://www.jcs.miPortalsB6/Documentddoctrinepubsjp3_85.pdfeer=202004-09-140128347.

2 This section was written by John R. Hoehn. For more informatiorCR&In Focus IF1115%)efense Primer:
Military Use of the Electromagnetic Spectruby John R. Hoehn

3 Frequency is the property of a wave that describes how many wave patterns or cycles pass by in a period of time.

Frequency is measured in Hertz (Hz). A wave with a frequency of 1 Hz means that one wave-faklk passes by
each second.

4Wavelength ighe distance between adjacent peaks in a series of periodic waves.
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Figure 1.The Electromagnetic Spectrum
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€ s are useful for communicatilons wi t h

sub
tree

em useful for mobilecaommunications
ort distances and cannot penetrate
and speed. Thesedatdio waves may b
ons, such as downloading or streami:

rate

s and theref or eHoaweev earb,1 emitcor otwraavnessm
imited in range and can be disrupt
a rpeo ttogfitd emt usecandfamwas e¢ onasre Md ks o

d adasrysst ems that send out pulses of high f
an object andhbacketchnol®@gsyowmpdtalizes
waves cannot penetrate sohudeobjects, an
me and distance to an ehjettitdMicrowaves a
mmuni,c awhkivognlsr i ence few obstacles in their t

frared radiation (IR) i1is ussed in household
mote controfslIRhener pyalltye sfao rr.eecxledimpelre 1 n
elect



micropstoecesanry of8tmcbammhpndsinfrared lasers c
for tp@onhnt communicatisontso opprewpidched,riti glh st anc
reliable connections. Infrared signals can t:
blocked by obstacles.

T Xrays can penetrate opticall yy adpacqguwmef tmateria
maintenance to i1ideXtdysy ameaaclhiygh thigithr fr ames.
frequency iagnheynlgavaedeimdugh energy to Tt e movVe
from (ionize) an atom or molae chuulmea,n whi ch <c¢cou
ced IDNA and cod®ld lead to cancer.

T Certain technol ogi-ehsighmer glye tre¢and ihagtdipanm r a y s
identify potentialXrnauycsl,e agra nenvae nrtasy.s Spirneisleamrt t |
biological risks.

Feder al Spectrum Al l ocati on

In the United States, t he MNattiomaAdMied ectomantumo © a
and the Federal Communications Commissidn (FCC)
Hz t o 3t00 bGaHlzaance U. S. government intédrests, pri
NTI A manages raddddrnpgéulkinlms ntskee bFGCfFe drearnaalge s non
use hatadpectrum use of the private sector, 1incl
communication use, commercial, industrital, per s c
Both agenci efsr ecqouoerndciyn aatlel oocnat i on and assignment,
requirements t¥® avoid interference.

ThOOORPDWBRYE ct rum i nvol vefsr edjesseirpgmeant ti sn gf ocre rstpaei cni 1
uses, such as mobil and¥Y mmmaead ¢daBVVIEMPHW@deilol i t ¢,

frequencies occurs after the spectrum has been a
frequencids ccesmdt og rnaonnt fse dceerratla iumsoesresg aieon aui sne
frequ¥hhd eMBIsA gns fordeguerailesagtencieper atud hiomw i & i
specific sreagdnpond PTohfentthweo agencies coordinate on
5J'im Lucas, “ WiveScienceFebiuaryf2v, 201 &ttps;/fww.livescience.coriD260infrared

radation.html

6 American Cancer Societyyhat are xrays and gamma raysaccessed February 26, 20b@ps://www.cancer.org/
cancer¢ancercausesadiationexposuref-raysgammaraysivhatarexraysandgammarays.html

7The NTIA and FCC also represent U.S. interests at international forums, such as the World Radiocommunication
Conference (WRC) that works to globalize amdrhonize spectrum allocation to facilitate international
communications. Thus, allocation decisions are also dependent on agreements, treaties, and regulations that drive

international wuse of the spectrum. ForncmessednFebmatargn26s
https://www.ntia.doc.golégacybsmhomeEP Sbpennessp_rgmntsgharing7.html
8P.L. 102538

947 U.S.C. 8303.

10 Spectrum decisions are also driven by international decisions to coordinate spectrum use and facilitate global
communications.

11 The FCC also designates some bands for unlicense@hese bands are open for users (e.g., medical device
makers, WiFi equipment makers) who agree to adhere to certain technical requirements so that their equipment does
not interfere with other unlicensed uses or nearby licensed uses.

12NTIA, Federal Govemment Spectrum Compendiuviashington, DC, August 21, 201ittps://www.ntia.doc.gov/
otherpublication2017federalgovernmenspectruracompendium
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llocation and reallocation as spelPTHd eMOU,n a Me
hich datesebaakbltioco he®4 G, framework for complian
equirements and stipulates that the Chairman of
ommunications(iand. Intfloe mad¢ddadnadmahdi smeator for
i

annuall yi tto scpenadturctm jpl anning

The NTBIleAl nttheer d e padritomeAmdtvi R ory Committee (I RAC) as
spectrum c o owhdiicnha tcioonns ibsotdsy of technica® represen
The T RAC advisesrabpeMmMihacds Sode¢halt 1t can r1rept
of federal agencies in discussions with the FCC.
cussions when ¢ hmanyg easf fienc ta 1fleodceartdAfotn® goern cuys ea c t
ocat,fendexwweamdumebt ain aut-husruazlaltyi orne fferrorme dN TtIloA a
quency The sP@BmEmMitef I nformation Offiscer part.i
ticipat idoenp airgt angelhitded by

—
—
s o — »n

Current Military Applif’cati ons

Neardyyemodern wesaupcchn sa ss ytshtoessm used by airplanes .
and raépesnds on the spectrum to function. The mi
electromagnetic spectrum to suppomty Oo@mmulnri ©atsi, ¢
and emerging technologies. Thefecapphecyatadne wa
to communicate with submarines under water, t o mi
systems (e. g., aircrafFigluleewd itensiogs campl if oa t
UDGlRment of the el®ctromagnetic spectrum.

B Memorandum of Understanding Between the Federal Communi c:
Telecommunications and Information Administration,” signed
the FCC and Nancy J. Victory, Assistant SecretaryClommunications and Information, U.S. Department of

Commerce, available attps://www.ntia.doc.gofliles/ntiajpublicationsfccntiamou_01312003.pdf

14 The MOU ncludesThis MOU establishes a framework for compliance with the statutory requirements and stipulates
that the Chairman of the FCC and Assistant Secretary for Communications and Information shall meet biannually to
conduct joint spectrum planning.

BNTIA,“Interdepartment Radio Advisory Committee (IRAC),” acc:¢
https://www.ntia.doc.gopageinterdepartmentadio-advisorycommitteeirac.

16 Combined Communicatior&lectronics Board (CCEBuide to Spectrum Management in Military Operations

APC 190(C) September 200http://www.acgnotes.corattachmentsACP%20190C)%20Guide%20t%20
Spectrum%20Managing%20in%20Military%200perations.pdfa nd Thomas P. Kidd TITI, “Milita
Management, ” Pr es e nhitpi/usttiongip-codtentiploads2019/11Dayi4-9 Military-Spectrurm
Management_20180907.pdf

17 This section was written by John R. Hoehn. For more information on DOD spectrum operati@Sdee-ocus
IF11155,Defense Primer: Military Use of the Electromagnetic SpecttoynJohn R. Hoehn

18 The radio segment is typically described as those frequencies between 3 kilohertz (kHz) and 300 gigahertz (GHz).
The highest frequency radio waves, fro@03negahertz (MHz) to 300 GHz, are called microwaves.
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Figure 2.U.S. Department of Defense (DO D) Use of Radio Spectrum
Examples of DOD @tems Operatingin the Radio Spectrum (3 kH2 300 GHz)

DOD systems in the 1755-1850 MHz band
(note that the displayed non-DOD federal uses also occur in this band)

Aer tical mobile

- ”
= Air combat training system
Precision
guided
munitions
(}) Point to point =g
R microwave Unmanned

aerial systems

Maritime mobile -
satellite and 777

radio navigation E !

: Marine animal
; } tracking

...............

Examples of
general
use
Maritime . AM radio, :
igati Navnag::ional Maritime Radio
signals radio y
3 30 300 3 300
Frequency |ii» kHz kHz MHz MHz MHz GHz GHz GHz

Source: U.S. Government Accountability OfficBpectrum Management: Federal Relocation Costs and Auction

Revenued 3472, May 2013, p. Biftps://www.gao.goasset$60654794.pdf

Notes: The figureshows allocatedadio spectrumfor DOD applications, with multiple uses operating in one
band (7551850 MH2 and microwave systems in the upper bands (300 Mbia2 GHz).

mi

Alt hohghmajority of litary communications capa
the milittahienfalhse duasad wfldr avavdrtt splkocdlragn es a
col 1l escefei gB8)r.€ Infrared and ultraviolet lasers hav
frequencies, enabling the dissemination of 1large
di stdmeeso si.gnwhld st aenwge¢dn also use lasers offe
sensors, destroy dr¥nes, and for other purposes.
®He man i Kaushal and Georges Kaddoum, “App IEEE Accessons of Las e

vol. 5 (September 22, 2017), pp. 20738753 ,doi: 10.1109/ACCESS.2017.2755678.
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Figure 3. Spectrum Used for DOD Laser Technologies
Infrared and Ultraviolet Radiation Used for Laser Technologies

m
nm

ArF 193 nm
Nd:YAG 213 nm
KrF 248 nm
Nd:YAG 266 nm
XcCl 308 nm
Nd:YAG 355 nm
~4— Nd:YAG 659 nm
Nd:YAG 1064 nm
Er: YAG 2936
Co,

<— Nd:YAG 532n
<— HeNe 628 nm

Soft X-rays Infrared

and UV radiation

radiation
(760 nm - 1,0 mm)

[ I I T TTTTI I I T T Td
100 nm 1,0 um 10,0 um

Source: ODUF]DN -DQ $QGU]HM .RVYV 7TDUJRZVNL 3LRWU OLFKDOLQD *®|C0o!
6DUJ\®«CAVNL :RMFLHFK 6NU]JHF]DQRZVNL 2VWURZVNL 5RPDQ 5\F\N $Q\
Laser Cleaning of Artworks. Sensors.18.3390/s8106507.

These applications can be combined to provid
and control (C2) or electronic warfare. The
licat.i

spectrum app

e ar
foll

Communicati ons

Mi Il it ar ye rcso nhmaavned become accustomed to communicat
instantaneously. Commandetrisomay(asg. wilkaddlkiomenum
or wireless technolbvgechnoloegeges thdioumysteaeds o f
to transmitt hmd s dgd swe @me Iddeesvsi cceosmmuWii cati ons ar e
there is no physical connection between the s enc
frombhowdwi dth options, s usc ho fa st e x ta,n antff o mhsiii gvhgl ys mdal
applications, such as full motion video and videce
terrestrially (either with ground forces or on s
general, omsmmsuysitcearhsi use radio and microwave fre
communications tethaob mptiienssntpgesabdi pohfs grrasdi o waves,
rece?PRadisas use different frequencies dapending
they are requirdbadastd trnanomi areGtypnadally used :
line of sight, that span no more than 50 miles.
over longer distances.

errestrial Radios

or mara ttlkatury, the U.bSasend |({ttearrrye shtarsi auls)e dr agd ic
ommunicate. In their infancy during World War I
ransmit voice communications to cooor diisreate for c
ew frequency bands to transmit larger amounts ¢

5~ om

2OStephen@r 1 son, “Marines emmdulc tc ofmmeulnd tiaktAugost &% 2018as st eerm,
https:/iwww.upi.conDefenseNews201808/27Marinesconductfield-testof-laserbasedcommunicationsystem/
3511535389333/
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provide new electronics to modul at
nd encryptisamifadr rsaedd wrsoiftay.e Ma my to
e to the cursdtdffuMal ofbahed Manphcko?
requeitthy sbamdld ot 6 ystt @ms miste sddtra qu
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Figure 4.AN/ TRC-170Tropos pheric Scatter Microwave Radio Terminal

Source: https://www.marines.mNews/MNews-DisplayArticle/1169154the-antrc-170-continuesto-stayreliable
for-the-corpsl.

Notes: Photo by Lance Cpl. Cody Lemons.

Satellite Communications

Londgi stance satellite communications range from
(also known as dronfen nwchaademenmasng,adontrol,
tellite communications generally use multiple
il satellite ¢ owndmusntiacnactei otnrsa nesnmai bslseiso nlsoong t i n
me doedwmsye tblee transmissions must travel (at th
t el 1l i’tMeo sitn coormbmiutn.i cations satellites operate i

o -

2AL3Harris, “L3Harritlsl 7Ra(lVooln CI)I IMD 1 AN/bPARa@ Net wor king Manpack
2020, https://www.harris.congblutionharrisfalcorviii -anprc-117gvlemultibandnetworkingmanpackradio.
2U.S. Marine Co f1p0sContirftiek o Stay’ReliableRoCtied r ps , ” press release, May

https://www.marines.miMewsNewsDisplay/Article/1169154the-antrc 170-continuesto-stayreliablefor-the-corps/

23 These radio signals are designed to operate during a nuclear event, when most other electronic transmissions are
disrupted.

“While there is a time delay when “droneédftinothespaststobrs in t he
the world, this is augmented by automation and local ground control stations for critical phases of flight (i.e., takeoff

landing, and taxiing) to reduce the effect of lag. Nuclear command and control uses multiple methods of

communi@tions—not just satellites-to issue orders to nuclear forces. This includes td8 Elational Airborne

Operations Center and the6ETake Charge and Move Out systems.
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is approximately 22s, 0sOuOr fmmiclee.s Tfhreosmt atthhep mbsal r§toht o s a
remain in position, rather than having to track

The U.S. militghkggdbathbeelrlaittees ccsommuwmilcati on constel
1 Advanced Extremely High Frequency (AEHF),

T Widebamdal Satellite Xaonmdmunications ( WGS),
f Mobile User Objective System ( MUOS) .

In addition to 1ts own satellites, the DOD uses
due, in part, to the 1| i-onpietreadt ebdf msdawti edlt lhihtgevsa 1 mb b I ¢
satellites on orbit, the amount of data each sat
of coverage). Examples of satellite communicatic
include Inmarsat,elVlaats.at, Iridium, and Int
Situational Awareness

Another defense application of the electromagnet
microwaves, and infrared radiation to develop a
location of friendlsy daonnde etnhernoyu gfho rvcaersi.o uTsh itse ¢ hn o
bel ow.

Radar and LI DAR

The most common situational awareness applicatic
nd ranging (LIDAR) systems are also used Bot h
signal and sense the portion shdi stancefl speed,t
sometimes altitude. Radars operate on different
their purbpaomsdce .f rleogeerncy rager pipgtavied o fathenpat t
because of clutter (undesired signals-returned t
quality pictures. Thrarges ysurerwmsi afenuas.edpdwotri dwl
s hips and eabiarncdr affrte.q ubbingchi e a1l prpvpdet tregegtbut 1 a
effective range. Radar and LIDAR systems are cor
aviation, artil Wahtye anmndasphas degsctoemmemsd, quit ou:s
LIDAR technologies are still being devel oped.

Passive Radar

Another technology that the U.S. and its compet:i
radars do not emit radio signals; ins$Semad, they

%For more information, see Air Force Spaycset eCwo,n’'mafnadc,t “sAhdeveatn,
March 22, 2017https://www.afspc.af. mikbout-Us/FactSheetdDisplay/Article/249024advanceeextremelyhigh-
frequencysystem/

%For more information, see U.S. Air Force, “Wideband Globa
https://www.af.milAbout-Us/FactSheetdDisplay/Article/104512Widebandglobalsatcomsatellite/
27For more information, see Space and Naval War fare Systems

fact sheet, December 201ttps://www.secnav.navy.milaDocumentshuos_overview_for_asn_rda_-PZ-11-s.pdf
2%Sandra Er win, “Satcom Conumdr um: Air Miolrictea rGyo nStaetneplllaittiensg,
SapceNewdMay 6, 2019https://spacenews.cosatcomconumdruraair-force-contemplatingright-mix-of-

commerci&military-satellites/
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anal ysts argue that passivVveobrsadavrasb lhea vaei rtchrea fpto tse
B2 bomber-3dndighe¢eF jet that ar e —etphtei minroeudn tf oorf |1
measurable radar signall ceftlechneflr bgedkncecioed tandc
(e. g., hea ®Famr tchre rtmbe es; i be)c.ause passive radars
di fficult to detect them using traditional met hec
t hat, whriddarmpsasmayeaid in the detection of steal
provide the information needed to target and eng
cues for WAheanosessiom smicroel ectr ognyi ctso adleltoew tp a s
di fferent frequencies, such as cellular signals,
potential detection of a wider range of aircraft
company tested a newlgedevéEéhbop8d psamkgvert ¥Fddnort
frequencies amo>hCgh iontah earn dt eRcuhsnsiiqau ehsa.ve funded res
efforts to further®dkeeeDOP hase sfeurnt ke nrod soggaresh f
through the DRefseenasrec hAdPramjceecd®s Agency ( DARPA) .

ignals Intelligence

S

Signals intelligence (SIGINT) systems primarily
passive—tshystt eims, they do-—swatnh ¢mstenh¢obrradmosagud
frequenbsesvenlleaet signatures of personnel, mis s
One subset of SIGINT is collecting communicatior
c ommu niscuacthe as wha't time radios transmit, from w
freeqneasswell as the data transmitted. A second
intell ence. This intelligence discipdine anal.y
a rofndonymet hen system t hecaltu duetsi Iriazdeasr st, h e
s systems, and signa

8
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1 j ammer s, among ot}

Hot objects emit radiation in the infrared segme
relative to their surroundengctnusitogmenfrathd s
Uu. S. military has long used infrared signatures
guide missiles 9Xt-tn-at ar galdls4A GlEhlel-gfhiloMen da immi s s 11 e s,
®Dimitrios Oikonomou, Panagiotis Nomikos, and George Limna:

Mo d e r n B aJournal offComeputationd & Modellingol. 9, no. 2 (2019), pp. 36G1.

30 These analysts argue that gigie radars typically use lower frequencies which do not provide a sufficient position to

target a munition. Typical air defense radars use higher band frequencies to provide quality targeting data. Furthermore,

the geometry to detect aircraft with passigdar systems can be extremely difficult, particularly if the source of the

radio energy is not known. Tyler Rogoway, “No, Passive Rad
An yt i me Thé DrivenSeptember 30, 201B{tps://www.thedrive.conttiewar-zoneB0100ho-passiveradarisnt-
stealthendingmagicpeople

STbid. See also Sebastian Spr en endarSaysitIracked theFh JetiNo Mor e ? A G
2018f r om a P CAISRNEtSeptambér 29, 2018itps://www.c4isrnet.conmtel-geointéensors201909/30/
stealthyno-morea-germanradarvendorsaysit-trackedthef-35-jet-in-2018from-a-pony-farm/.

2Gokhan Soysal and E.F.E. Murat, “UMTS padsgsoirvie hrmadar i mpl e
Communications Faculty of Sciences University of Ankara Series, 2016, {53, B8ps://dergipark.org.teh/
downloadarticle-file/ 778904

38J.R. Wilson,i n“ Neaw sfirvoen triilédrys® Aerospdce Electronigs—gbtuary 8, 2016,
https://www.militaryaerospace.coa@mmunicationgrticle/L6709052ewfrontiersin-passiveradarandsonar For

more information on DARPA, s€&RS Report R4508&efense Advanced Research Projects Agency: Overview and
Issues for Congresbdy Marcy E. GHo.
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for exampleui iddiadgaafafitedsg Infrared Search and
identify enemy aircraft, particularly as advance
sections to make radar detection more difficult
IRT pod -T®8E/ FhSuper Hornet, and the Air Force ha
for -th€ WFuSglveral space systems use infrared tectl
The SBpaasceed I nfrared Surveilliamcsat( SIBIRS9s ciomst el
geosynchronous orbit, as well as &Fddgibrietomal s at e
provide an early war ni n3Thcea pSapbaiclei tFyo rfcoer insi sdseivleel

foldowconstellation for SBIRS. The Space Devel op
mi sesidlet ection coasttkldmabitont haat lwovul d use 1nfra:
SBI RS.

Figure 5.The Space-Based Infrared Surveillance (SBIRS) Constellation
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Source: https://spacenews.coaif-force-testsgroundstationfor-full-missilewarningconstellation/

El ectronic Warfare

Electronic warfare (EW) is the usai ntfaitnh emiellietcatrr
contr &SI GFNTtcapabilities allow military forces
located as well as what frequencies they use for

#yU. S. Air PoScdegwifAdMr, ” pr es s https/iwewaf. milAboldgstactsheets/ 1 8, 2004,
Display/Article/1045574im-9-sidewinder/.

35U.S. Navy FY2021 Aircraft Procurement Line Item 0515 Infrared Search and Track (IRGEpsatapps.dtic.mil/
procuremen¥2021Navy/istampedd_P40_0515 BSA_BA-5 APR1506N_PB_2021.pdand U.S. Air Force
FY2021 Aircraft Procurement Line ltem FO1504L5, athttps://apps.dtic.miprocuremen¥2021/AirForcestamped/
U_P40_F01500 BSA&_BA-5 APR3010F_PB_2021.pdf

%Lockheed Martin, “Space Based Infrared Surveillance SBIRS,
https://www.lockheedmartin.coetusproductsgbirs.html
Sandra Er win, “Space Development Agency toSdeeNewsy Hyperso:

June 7, 2020, dtttps://spacenews.cogpacedevelopmentgencyto-deployhypersoniemissiledefensesatellitesby-
2022/

38 SeeCRS In Focus IF11118efense Primer: Electronic Warfarby John R. Hoehn
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which the military scatlhlesn eulseecdt rt con idee vseud ppppo ratn, o p e
attack an adeepnpfathe spectrum) radio frequencies
own forces, militaries can develop techniques tc
Electroaieffvactfaraldl amd,.,i tairry, dsoemma,i—asapda ceea,c hand ¢
of the military services has its own EW capabildi
traditionally divided into two distknod oftegori
EW has its respective advantages and disadvant ag
provide a desired effect .—wheircrhe sctarni able H W csaetnesdo ros
on shiparatl]l ismiated by t he tahneosuen tc aopfa bpiolwetri easv aairlea
due to variance in the terrain in which they ope
and to jam radios and artillery radars. Recent v
in Iraq an®AiAfbgohrannei sEEW ni.s used to intercept, dec
radars, and other C2 systems over a |l as®2ge area.
Ha wkeye ;1 88Gh eGrbbAv]l e 1,3 Oath dC ot nhpfa sEsC Ca 1 1

Spectrum O%erations

Numerous military operations use the spectrum, i

management, and navigation warfare. Overviews

Command and Contr ol

o f

One type of spectrum ope2atnuses ndlCommdahed abd veEc
devel op a common operating picture (location of
t he ¢ ondsmaonrddeerr s. Command and contsr osli ies amed ource
mission focus, €opmmuaecefs-afnoda dcpobmeptaendyd oper ati ons t
specialized satellites and aircraft for joint orf
aircraft,8€utbinast SHTARE, use communications syst
radar sl ooppo ad ecvoempr ehensive picture of the Dbattles
effective positions “® or countering enemy forces.
Signature Management

Low observable weapons systems manipulate the s
signathras s a*lraard iroe teunrinsss,i ons , and even heat Th
take many forms; for example, reducing a radar s
creating narrow radio beams to raducedwuld ngr obat
spectrum emissions. These design -appseaches can

39 For more information on ground electronic warfare system&€B& Report R4591%round Electronic Warfare:
Background and Issues for Congreby John R. Hoehn

40 For more information about these aircraft system<C§® Report R44572).S. Airborne Electronic Attack
Programs: Background and Issues for CongréssJohn R. Hoehn

41 This section was written by John R. Hoehn.

42U.S. Air Force E-8C Joint STARSWashington, DC, September 23, 204&ps://www.af. milAbout-Us/FactSheets/
Display/Article/104507¢é-8c-joint-stars/

43 Radar works by emitting a radio signal and then listening for the signal to return. Low observable technologies use
different materials (known as radar absorbing material) and different shapes (typically reducing the number of 90° or
right angles) to redze or prevent the radio signals from returning to their original source.
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AN/ ABG actively electrofifTheaslel g ysdaemsed odrkr
signature in the microwave and infrared pa
Communications systems are also f efcoursmeidn go,n
reduced power, and other techmiwg werso,b atbhi el si et
intercept/low probability of detection (LP
potential adversaries to use their SIGINT

t hem wirtahn gleommg ni t i ons .

Navi gaMairdmar e

According to DOD, navi gdactliiobne rvaatref aorfef e(nNAWWARa n d s
to assure friendly wuse and prevent adversary us e
information through coordinataendd canlpd otymemitc owa s ff
capabilities NAVWAR is further enabled by suppo
managecikng .Gl obal Positioning System (GPS) perfo
military by providinigmipmg ¢(gsiee nGo mpaevtiigmg i PPMT,  saynsc
have been developed by other nations, including
European Ua®pn (Galii
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Source: https://www.gps.gomultimediaimagesonstellation.jpg

44 For more information on select low observable aircraftGR8 Report R44463\ir Force B21 Raider LongRange
Strike Bomberby Jeremiah GertleandCRS Report RL30563;-35 Joint Strike Fighter (JSF) Prograry Jeremiah
Gertler For more information on the Zumwallass destroyer, s&&RS Report RL3210Navy DDG51 and DDG
1000 Destroyer Programs: Background and Issues for CongogdRonald O'Rourke

45 Department of Defens&pace OperationslP 314, Washington, DC, April 10, 2018, pp-3| https://www.jcs.mil/
PortalsB6/DocumentdDoctrinepubsjp3_14.pdf

%y.S. GPS Office, “Other Global Navigation Satellite
https://www.gps.gowystemagnss/
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Command and Zontr ol ( C

C2 systems are the communications, people, and 7
forces DOD states that communications systems a
enable deciAxiconrmda knigng .o DOD, t hteos eb ec oi mmntuenriocpaetriaobnl:
(interoperability between communications systems
frequency hopping and encryption, as well as the
sharing, agile to adj wmsntd tta utshee do peor actnismug ee 1t vhier c
system is accurate. An important aspect of C2 sy
information in a timely fashion to enable c¢commar
systems cobheftomnfatmbatigence systems and buil c
environment for the commander and their staff toc
combine C2 with computers, communications, intel
systemSR]C#o talk about the entire system enabli
net works, DOD wutilizes computers to manage and g
so that commanders can act wupon the data trans mi

Emer ging Mil iiteamsy OoAfp ptl*ec aSpect
The following section discusses emerging technol
mi | st aursye of t he spectrum.

Fifth Generation (G) Communications

The fifthS@gemfermabiohe (technol ogi edsatwi Itlr ainsmcfreera saa
improve bandwidth over existing fourth generatic

new military and commercial applications. 5G tec
el ectr osmpuegenterthninog h bded MmMald omeabkbr wave, or MMW),
bet ween around 24 and 300 gigahertz (GHz); mid &b

GHz ; | awa n d, which operates below 1 GHz. Mid band

referre®d Eoc hads basfufbe r s di f Flie gbeamtd csappeastt irduiants ioef sf.e r

ser vi cede ntsoi thyu gahriesasl i mited in rangeMadthdntore vul
spectruimporfofveerd capacity and covendgdegefaster se
compud¢ompgdred with exilotwh amrgd 4CGp £ E€tehhem mwliodgeisepsr e a d

coverage neicnte efrthoimpemidnygati ons .

5G technologies could have a number of potential
autonomoud esveg C2, logistics, maintenance, augmet
surveill ance, and reesbhnefswhnck 68 RJ bynetms f

47 Department of Defensdpint Communications SystedP 60, Washington, DC, June 10, 2015, Incorporating
Change 1, October 4, 2019, p. Wittps://www.jcs.milPortalsB6/Documentddoctrinepubsjp6_0chl.pdfeer=2019
10-15-172254827.

48 This section was written by John R. Hoehn and Kelley M. Sayler.

49 This section is devied fromCRS In Focus IF1125National Security Implications of Fifth Generation (5G) Mobile
Technologiesby John R. Hoehn and Kelley M. SaylEor more information on 5G, s€RS Report R45485%;ifth-
Generation (5G) Telecommunications Technologies: Issues for Congyedii C. Gallagher and Michael E. DeVine

50 For more information on 5G spectrum allocation, GRS Report R4548%;ifth-Generation (5G)
Telecommunications Technologies: Issues for Congbssiill C. Gallagher and Michael E. DeVine
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rates and lower latAmcyné¢moes , mikbtketymbeelledhgy .
commercial counterpart s ;bocaorudl dd aptoat epnrtoicaelslsyi ncgi rlciv
storing large databases (e.g., maps) 1in the cl ouv
I SR systems, which bhardwhs itnglpyr deanaan,d dx glhoi t ,
information from a growing number of battlespace
ot hesi ndaetnsi ve activities, such as logistics and
augment edr eoarl ivtiyr teunavli r o n me n t s®Ftihnaatl lcyo, u 1ICQ2 esnyhs at ne ces
could benefit from the higth speed, low latency ¢
DOD has expressed interest in developing 5G net
stages of pteasitmemg agandnexX or 5G applications. It
as test beds for wvarious applications and aspect
T Marine Corps Logistics Base Albany, GA (s mart
T Naval Base San Diego, CA (for smart warehous
T Hill Air Force Base, UT (spectrum sharing be
T Joint BMs&€hbewis WA (augmented and virtual r e
f Nellis Air Force Base, NV (survivable comman
enhancement) ;
T Naval Base Nownfdoaldk ,piVAr (schnmpectivity),;
T Joint BaseHiPelhah, HAF boenhancing aircraft mis s
T Joint Base San Antonio, TX (augmented realit:
training andseVSY@loetengedDODi ty experimentati
T Tinker Force Base, OK (spectrum sharing bet wc
and 5G) ;
T Camp Pendleton, CA (connectivity for forward
operations centers)
T Ft. Hood, TX (connectivity for forward opera’
cetneyr sad nd
T Ft. Irwin National Training Center, CA (for «
bases and tacticéal operations centers).
On September 18, 2020, DOD released a Request foc
for sharing mpé¢ctmnum badweewilian users, input ¢
of 5G networks for domestic operations, and ot he

51 The U.S. military currently uses satellites for the preponderance of itgllstegce communications; however,
satellite communications can significantly increase latency due to the amount of distance a signal needs to travel,
causing delays in the execution of military operations.

2Justin Doubleday, “DOD REfteca&GelPBr 8p inside DefeRgeipeemderds p ¥ Dr
2019,https://insidedefense.comsidertodreleaseseconetranchedraft-5g-proposairequests

53 Defense Innovation Boar@he 5G Ecosystem: Risks and Opportunities for D&l 2019,
https://media.defense.g@@19Apr/03/2002109302//-1/0/DIB_5G_STUDY_04.03.19.PDF

“Justin Doubleday, “DOD Releases Se tnside DefeligeDecemtiercd, of Draft 5
2019,https:/insidedefense.commsidertodreleaseseconetranchedraft-5g-proposalrequestsandDepartment of
Defense, “DOD Names Seven Installations as Sites for Secon

press release, June 3, 20B@ps://www.defense.goMewsroomRelease$ieleasehrticle/2206761dod-namesseven
installationsassitesfor-seconaroundof-5g-technologytestin/
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of DOD sléhet nwmm.e nt , “eDnOsDu rsea ytshe igsr etaot e ste of fectiv
the DepartmsnspeftPamedioe traiDOPrequeadtiads s,
$1.5 billion for microdildcnaotonpreoeviSdie iaam FWR2t0ORer
funding between mitcroelectronics and 5G.

Use and AppploifcdAtritarm i ci a¥ I ntelligence
DOD is researching cognitive electronic warfare
novel electronic emissions, determine whether tl
devel op ammefigesigual jaAccording to former DOD e
William@aCdmltaway,e battlespace will contain threat
will be essential for manyipl oanf a.PPOHtise hamses oc x € ¢ U
researching options for using advances 1n comput
“s poo’fcianmpga,bi l ities. For example, Digital Radio Fr
generate false radar returs that complicate ad-

Similarly, DO®BnabledplipvynamgcAlpectrum sharing. E
currently allocated in set segments, allocation
traffic across segments (i.e. somearecgmdatst imhiz
leading to inefficiencies. DARPA has sponsored t
whi‘ahms to ensure that the exponentially growing
evices will have fullowadede £d etcd rtdthieganmest 1 € a sipre g !

ompeting hien fS@2a1l competi2@bhewasaghed dAL na Od t maa
earning algorithms to develop options for dynar
ut onomously c¢oorcdtirnuant eu steo. opt i mi ze s pe

o — 0 o

Di r ed€tned gy (DE) Technol ogi es

A number of directed energy technol eegnieersgy i ncl ud
weapons, make use of fhe electromagnetic spectru
Laser Communications

DOD is testing s ysrtaernesd tehnaetr guys—at of otwreasnpgstdmiktm ddwant aa s
laser communications. For “iesx aanmp loep,t iFcraele cSopnantuen i Gy

55DOD, Request for Informatiomefense Spectrum Sharing Request for InformaRalished September 18, 2020,
https://beta.sam.goappA851a65e2b2d4d73865a0e9865b0cZ8a/keywordsspectrum&ort=modifiedDate&
index=& is_activetrue&paged.

56 1bid.

57DOD FY2021 Defense Budget Overview: Irreversiblelempentation of the National Defense Strategashington,
DC, May 13, 2020, pp.-8, https://comptroller.defense.g®drtalsd5/Documentsdefbudgetly2021/
fy2021_Budget_Request_Overview_Book.pdf

58 For a general discussion of military applications of artificial intelligenceC&® Report R4517&tificial
Intelligence and National Securjtpy Kelley M. Sayler

59 «“EW, Cyber Require NexBen Hardware: ConleyBreaking DefenseSeptember 27, 2019,
https://breakingdefense.coP@1909/ew-cyberrequirenextgenhardwareconley!

50 bid.

51D A R P /Spectfum Collaboration Challenge (SCHttps://www.darpa.miprogramspectrunacollaboration
challenge

62 Other directed energy technologies incluager range finders, target designatangjremote sensors
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s System

Source: https://www.upi.conDefenseNews/201808/27 Marinesconductfieldtest-of-laserbased
communicationsystemB511535389333/

system that transfers data on a highly secured a
from t he ryadsipoe.cffrheugmu eanlcl ows more wusers on a sing
imagery and inf or #fTthieo nMatroi nbee Ctorrapnss mietqtueeds.t e d pr
in FY2019 and FY2020; however, it does mnot appea
unlear how many FSO systemkigiheeMarine Corps prc

Notes: The picturH FDSWLRQ UHDGYVY "8 6 ODULQHV WHVW WKH )UHH 6SDFH 2SWLFV

this month at Camp Hansen in Okinawa, Japan. Photo by &uitflyi Valero/U.S. Marine Corpg

Diredc&tneed gy Weapons

DOD definesmedegye{DEJ weapons as those using con
rather than “nhecaepnci¢ne¢egydatmage, disable, or dc
facildtomrsspitdull . weapons coul d obrec ewss eidn Byo ugnrtoewrn & o
artillery,,RAM)dd coumthanrn ¢ & air JJrASDH t; srhaontrgéemsa i(rC

defense (SHORABADY ylmk emfifoenrs .1 ow—aes tuusmi pigo ashessand
sufficient—mpeoawelry slupnpilth @ts s magaeaentmhesst to exist:
systems, could enable an efficientsaalnvdo se fofrect i ve
swarms of unffdheedesystatimy, | PE peopods -optldna f
8Department of Defense, “Okinawa Marines Test24Future of Wi

2018, atttps://www.defense.gokékploreNews/Article/Article/161167 16kinawamarinestestfuture-of-wireless
communications/

64 This section is derived fro@RS Report R4645&merging Military Technologies: Background and Issues for
Congressby Kelley M. Sayler

65 Joint Chiefs of Staff, Electronic Warfar@gint Publication 3.3.1, February 8, 2012, p-16.

66 For example, seERS Report R45098).S. Army WeaporRelated Directed Energy (DE) Programs: Background
and Potential Issues for Congresy Andrew Feckert.

87 For more information about the role of DE weapons{dA&S missions, se€ERS In Focus IF1142®epartment of
Defense Countednmanned Aircraft Systemsy John R. Hoehn and Kelley M. Sayler

68 Although research has been conducted on chemically fueled lasers, most countries are now pursuing solid state
lasers, which are fueled by electrical power. As a result, the cost per shot is equivalent to the cost of the electrical
power required to fer the shot. Some analysts have noted that the cost per shot could thus be between $1 and $20. See
Ar i el R Dibected Energy Wedapons: Will They Ever Be Readifational Defenseluly 1, 2015at
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phase missile inteffcght ,tgaveh thmer bhopweder, as
hypersonic missile defense, experts disagree on
utility of®t his application.

Hi plbo wered microwave weapons, a subset of DE wea
means of disabling electronics, ¢ 0 nwvmiucnei sc,a toliro nass S
an onl thtehaatls yatyem for.crowd control

Al t hough thesUhetadr8sebeshhag dissceme eedx ppenretrsgy s
have obh‘lafctaduidrl eecnteerdgy p.thagratis equently fallen sh
expect’wtibnPOD investing billions of dollars 1in
canc ®Ot kdostend that developments in commercial
military ™Dpplewdamdgynsweapons programs, however,
about their technological maturity, m nqculaudiitnyg qu
and control to militarily useful levels and thei
requirements so that the weapons could be integr

The U.S. Navyopfeirealtdieodn atlh ¢8k.hSe.r dEs ewre aWeoanp,on Sy st e
(LawWS), in 2013RQPHba W8 Hwwhed¢ oltWNHO l@ser prototype

“was capable of blinding enemy forces as a warni
damaging H'dhec Nptvgr pliatnsk Wt0b adepl o MELI OS, aboard
BUHE®OH2021, while the “Aombapl’"habebekWbdDel d its fi
Directed Ene rRgayn gMo bAiilre DSeldemtS tr Wlyost efmi ght ing veh:
FY202S2imi larly, then®Aly ®Fondacisngufiel-d assessm
UAS DE systems, i nc kpuodwienrge db ontihc ri’S8awsaevre asnyds theingsh.

The Army, Navy, Air Force, and DARPA each have a
under way, with t & 3Fd inti aogo nfe arree rqbuyer seweeitangpgbencst eadn d

https://www.nationaldefensemagazine.artjtles2015/7/1/2015july-directedenergyweaponswill -they-everbe
ready

¥See, for example, Jame sBadNdea: SpadBasedrintenceptbrs &nd SpadesedA. Ros e, “
Directed Energy Systems” Cent er for Strategic and &nternational Studie
https://defense360.csis.obgttideaspacebasedinterceptorsandspacebaseddirectedenergysystems/and Justin

Do u b 1 ePéndagon putits MDA laser ambitions, shifts funding toward O%id ‘laser scaling ’Inside Defense

February 19, 202Gt https://insidedefense.coddily-newspentagorpuntsmdaslaserambitionsshifts-funding

toward-ogd-led-laserscaling

Opauyl Scharre, -Enefazye WeepdPsre®Ptrodmi se and Prospects,” Cen
April 2015, p. 4.

“SeeAriel Robinson, “Directed Energy Weapons

72 |bid.

73 For more information seBRS Report R4417%avy Lasers, Railgun, and Gliaunched Guided Projectile:
Background and Issues for Congrelsg Ronald O'Rourke

Kyl e Mi zZlhelaSnhirmy Plans To Field the Most Powerful Lag&rapon Yet Popular Mechanics
August 7, 2019.

®“LockheedLMakhéamd Martin’s HELIOS Laser Weapon SMasrtcehm Take s
11, 2020athttps://news.lockheedmartin.ca?@20-03-11-LockheedMartins HELIOS-LaserWeaponSystemTakes

StepToward Ship-Integration andOffice of the Under Secretary of Defense (Comptroller)/Chief Financial €dffic

“Defense Budget Overview: United StatR&sqDepartmé&EnbraofirPel
athttps://comproller.defense.goWortalsd5/Documentsdefbudgetiiy2021/

fy2021_Budget_Request_Overview_Book.pdf

Kyl e Mi zZlelAiu Foice Mobilizes Its Laser and Microwave Weapons Alhrd@dpular MechanicsApril 9,
2020, athttps://www.popularmechanics.camilitary/weaponsi32083799A4sermicrowaveweapons/
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energy dePpebisd PO Os he FY2021 budget overview doce
topline funding rrdheest pfogrPhswaapodaevehded t
from aroundcsuddibe®tWVi p1 £, t oo aar oluenvde 13 0a0t kwW i ch <c¢r
c ouplodt e nbtei ailnltye rbcye pR¥2d022 and to dr ound 500 kW b

CountUemanned Aircr alAS9Systems (C
Unmanned aircraft systems (WAS),f ecammanlry pdaadlllye ¢
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77 Office of the Under Secretary of Defense (Comptroller)/Chiedifrcial Officer, Defense Budget Overview: United
States Department of Defense Fiscal Year 2020 Budget Request, March 2019, p. 9.

78 Despite a lack ofonsesus regarding the precise power leveéded to neutrake different target seti is generally

believed that laser ofaround 100 kW couléngage UAVs, small boats, rockets, &tif, and mortar, whereas a laser

of around 30&kW lasercouldadditionallyengagecruise missiles flying in certain profiles (i.8ying across—rather

than at—the laser)See, for exampleCRS Report R4152@&avy Shipboard Lasers for Surface, Air, and Missile

Defense: Background and Issues for CongrbgsRonald O'Rourke and Sydney J. Freedberg Jr.,
Crui se Missiles Sought BrepkinfBefensgOctaberi29, Z0d9r Foreinformatiommeapqut’

DOD’s Laser Scaling NelhaserScalisgdlandsets direceBryy efforisaRyl9

contracts Ihside DefenseApril 17, 2019, ahttps://insidedefense.coddily-newshewlaserscalingplansets
directedenergyeffortsfy-19-contracts

7 This section is deriveftom CRS In Focus IF1142@epartment of Defense Courddnmanned Aircraft Systemisy
John R. Hoehn and Kelley M. Sayler
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first year of operation, the offi-s®UASs 4othddat:i
assessmeWdAS odafabi ld WA sstmatDOPy,C and a Joint Ca
Document outnlailnirnegq woipreermetnits for future systems.

Emerging €oncepts

DOD is developing a series of concepts, many of
domain command and control (C2) and execute the
DOD is deowed oeptn,g Jaoint All Domain Command and C
across multiple domai Ac¢coardjingpaoededyghmasre, olf £ nd

commanders currently execute GCi2nthbgnsixchdampEgoags da
t hapti ctayl l y focus on a singl és dsointauiant.i oTnhails arweadruecnec
of decision making, and ability to rapidly and c
These processes are not autoimtewdhadesdsypireat]y
JADC2 is to enshharcieng nformaihi domabiimsa tti horno wgfh ne w
technology, process®s and new organizations

Figure 8.Visualization of JADC2 Vision

Source: https://www.monch.conmipghewsgew-c4ichannel? 334saicandusafpartner-for-jadc2.html

8Theresa Hitchens, “DoD Winn o wiBneagkingOéseMarsh5P@20,6ount er Small
https://breakingdefense.co?@2003/dod-winnowing-effortsto-countersmalldrones/

81 This section was written by John R. Hoehn, Kelley M. Sayler, and Nishawn S. Smagh.

82 For more information about JADC2, s€RS In Focus IF11493pint All-Domain Command and Control (JADG2)
by John R. Hehn

83 For example, the Air Force fields the Air Operations Center which provides command and control of air and space

operations for a single combatant command. Similarly the Navy uses the Maritime Operations Center to command

naval forces in a specifarea of operation. For the Air Operations Center to share information (and potentially tasking

instructions) with the Maritime Operations Center requires manual processes. Similarly these command and control

structures are geographically focused, andatgrovide insights into potential adversary operations in other

geographic regions.

8Jay KoleADG@X ,°  Experiment 2’ provides |WUSRimpApriiaBl ass into fut
2020, athttps://www.army.milarticle/234900/

jadc2_experiment_2_provides_looking_glass_into_future_experimentation
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Congress <consideirosnss eovfe rtahle puoslei coyf itnhpel iscpaetc t r
sues emerge. These i1issues can be categorized t
d issues related to commercial wuse of the spec

Potenti al Spectrum®| ssues for
A
1
a

Technical Chall enges

This sectionpdteatiadsteehamiahl 1ssues associat ¢
include communications system interoperability,
spectrum sharing technologies to enable commerci

Communications System Interoperability

One challenge the DOD is confronted with is syst
weapons systems as well as between each of the 7
document e d2 2wiathhd tffhheg hKR er aircr af ta dleivied egpri mmtgo ci mlcs
t he 2F usesfthght ndatwaa 1 i3k uSleEDIt)hecamdiltthe uncti on

8%Gen David Goldfein and Gen John Raymewdfo“Amé¢tidamaifiuder .
Defense Newd-ebruary 27, 2020, attps://www.defensenews.coopiniontommentary202002/27 /americasuture-

battle networkis-key-to-multidomaindefense/

86 The services have a number of related programs that are designed to demonstrate the capabilities needed to execute
JADC2, including the Army’ sr Pa’og chAdv wmmevde rBatntclee aMadn & ree meAn t
Koes I ADC2“ “Experiment 2’ provides | WS ArinpApril23]2820,at i nt o futur
https://www.army.milarticle234900fadc2_experiment_2_provides_looking_glass_into_future_experimentation

87 1hid.

88 This section was written by John R. Hoehn and Jill C. Gallagher.
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Adversary Spectrum Interference Devel opment s
A

nother potential 1issue for Congress 1is balancir

consumers, dndineatnshe i ngmdOD has the spectrum i f
adversaries.“qTlhien cl®ODnosdteartne smi 1 i t ary operations a
E MS , a key goal of our adversaries an” enemies i
After observing how the U.S. military operates,

identified trled i@n®e minl tth@r s pectrum as a potent:
potential adversaries hSa.vemifloiateasrewd r kn aakda EWengir
capabitlhietsiee ss ystems are part -aocfc easns /oavreeraa lde mipaplr o
( A2/ AD) which are intended to challenge the abil
like the Baltici mat%%bee. F0¥2 & 1h% NMaotuitchn aClh De fense A
( NDAA) required DOD to contract an independent a
due Octob%thel Cen@k®. for Strategic and Budgetary
this atssepsmending an overview o0 adversary capa

®Brian W. Eve&2andthed35Ar € TSer Fggling to Talk to EaArh Ot her .. |
Force MagazineJanuary 29, 2018, https://www.aiforcemag.condrticlethe-f-22-andthe-f-35-are strugglingto-
talk-to-eachotherandto-therestof-usaf/

9% Department of Defensdpint Electromagnetic Spectrum OperatipdB 385, Washington, DC, March 22, 2020, p.
I-3, https://www.jcs.milPortalsB6/Documentddoctrinepubsjp3_85.pdfver=2020.04-09-140128347.

91 For more information on adversary electronic warfare capabilitie€R&Report R4591%Ground Electronic
Warfare: Background and Issues for CongrdssJohn R. Hoehn

92p.L.1152328255.
93 Bryan Clark, Whitney M. McNamara, and Timothy A. Walts¥iinning the Invisible War: Gaining an Enduring
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For more than a decade, the Russian military has
particular emphasis on command, control, c¢communi
systems¢choEWwhlays an important part. According
the Russian military “tvyipeewso fe laercnierdo nsitcr uwgagrlfea rues ians
against ené&rhyan@el Shet qua’brt ywsofigi mEenmawpgannst
various assets to change the  MemDeirtmodnn afestchd bear
close relationship between Russian signals 1ntel
units perform SIGINT fynempbarsisTha EKEWs mayncmeht
for U.S. military forces if the Russians are abl
Mo s t of the focus on Chi haeisre, EnM roipteirmaet,i oannsd hsapsa ct
Accor d-iDiH WHIHQFB\:HHNi na has invested substantial
technology initiatives focused on improving i
capabPThesicesinvest me-haseidnstnder gr-omddgd ammer s, ]
intelligencumbaesrs eotfs ,a iafitilb ransen a la smomenr mw.re mat n megd
systemnmsultd aptosteeanrtm atlol ypr ovi de dSelsGIiNeTdee £EE€pet i ®nsi
and el ec t%Cohniinca ahtatsa cakl.s o focused on dseavteellolpiitneg a
technologies to deny %E®Sr ewamplse ,acicre sx0 &%, s@Mitien
its abilitysapel hunhehweapantio destroy an old we
According to the 2020 Ammwweal Rdapo MtODohmre ¢ PhRiCt & dMit 1
is developing electronic warfare capabilities st
capabilitiemierayd Wiapoatse d

A challenge for DOD has been in keeping pace t
coordinating infotmebhnohognesduwadssagrnpebdbilities a
compo®mdmt December 2018, the Government Account al

tating that adversaries are develeapi wg tcdl ectr or

S
sensitive electronic components, such as militar
infor mat i%Thh es ySsetneantse. Ar med Ser vi ces Clohnensiet t e e,

U.S. Advantage in the Electromagnetic Spectr@enter for Strategic and Budgetary Assessments, Washington, DC,
November 20, 201Rttps://csbaonline.orggsearctgublicationsiinning-the-invisible-war-gainingan-enduringu.s
advantagen-the-electomagnetiespectrum

9 Robert N. McDermottRussia Electronic Warfare Capabilities to 2025, p. 3, International Centre for Defence and
Security, September 2017. See Department of Defense, Defense Intelligence Ryssey Military Power, Building

a Military to Support Great Power Aspirations, 2017, p. 42.

9 Tate Nurkin, Kelly Bedard, James Clad, et@hjna Advanced Weapons Systems, IHS Jane's, May 12, 2018, p.
11, https://lwww.uscc.gowltesiefaultfiles/Research/
Jane%27s%20by%20I1HS%20Markit_China%27s%20Advanced%20Weapons%20Systems.pdf

9% Elsa KaniaChind Strategic Situational Awareness Capabilities, €efur Strategic and International Studies,
Washington, DC, July 29, 201Bttps://ontheradar.csis.orgguebriefstchinasituationalawareness/

97 Tate Nurkin, KellyBedard, James Clad, et &hina Advanced Weapons Systems, IHS Jane's, May 12, 2018, p.
41, https://www.uscc.goeftesflefaultfiles/Research/
Jane%27s%20by%20IHS%20Markit_China%27s%20Advanced%20Weapons%20Systems.pdf

98 Department of Defense, Defense Intelligence Age@tynaMilitary Power: Modernizing a Force to Fight and Win,
2019, p. 42.

C

9 Department of Defens LOLWDU\ DQG 6HFXULW\ '"HYHORSPHQWY ,QYROYLQJ WKH 3HRSO

Washington, DC, September 2020, p. Bps://media.defense.g@0205ep01/2002488689/1/-1/1/2026DOD-
CHINA-MILITARY -POWERREPORTFINAL.PDF.

WSydney J. Freedberg, Jr., < Who  IBieakiRg DefenGedtember 38k For c e
2019,https://breakingdefense.cod@1 94 2vholl-fix -ew-taskforce-gropesfor-answers/

101y.S. Government Accountability Officélational Security: LondgRange Emerging Threats Facititge United States
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As Ildentified by Federal AgencjgSAO-19-204SP, December 2018, p.Mtps://www.gao.godssets700695981.pdf

102y,S. Congress, House Committee on Armed ServiReport of te Committee on Armed Services on H.R. 2500
together with Additional and Dissenting ViewsRept. 116120, 116" Cong., ® sess., June 19, 2019,-363
(Washington: GPO,®19), p. 69https://www.govinfo.gowontentpkg/CRPT-116hrpt1204tmI/CRPT
116hrpt120.htm

103p |, 11296, Title VI, Subtitle G—Federal Spectrum Relocation, Section 6701 (a)(1)(B).

104p |, 11474, Title X—Spectrum Pipeline, Section 1005 (a).

5MarkRockwell, “DOD 1 oo ks Defease Systamslarchth, 2018, s pect r um, ”
https://defensesystems.canticles201803/01tia-dod-spectrurm5g.aspx

106 Office of Science and Technology Poli&merging Technologies and Their Expected Impact ornfFéateral
Spectrum Demandvay 2019 https://www.whitehouse.gowp-contentliploads201905/EmergingTechnologiesand
Impacton-Non-FederalSpectrumDemandReportMay-2019.pdf

107.S. Department of Commercgnnual Report on the Status of Spectrum Repurppaingust 2019,
https://www.ntia.doc.gofiles/ntiajpublicationsépectrum_repurposing_report_august_2019.pdf

8y. S. Depart me n te House allddDOB Ansotince Additibnal Mand Spectrum Available for 5G
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In addition, thaet weaohdobtagbte dyntvbomezt sgdeschamimng
bet weeedner al and —maorf aaciedrea | ke ovie 1l @xpanmepnlite., in Sept e
2019, the FCC approved a spectrum sharing arrang
in 3t5h%00 MHz band (aCistoi kemmswnBracadb£LBRSRadio Servi
whereby commercial wusers (licensed and unlicense
user s . DOD will have priority access when needec
unliceased u

In December 20sh@cnoB® ei ssseweckd nag input from indus
development, including dyn%'mOB nsdp etchter uDm psahrat rmiemg
the Air Force sought input on ee f faencdt isvyes tneentsh)o dfool
sharing or coexistence between airborne radar sy
(completely or partially overlapping) spectral t
5G network on airbornsystidmpacty sccre msh ea n5dG trheet waarc
employing both active and passivkEntSephne qhes t o
2020, DOD issued a request for information seeki
bet ween mil it asr,y aanndd tcoi viideinatni fuys eirs sues of conce
for ®OD

While policymakers and users are both interesteoc
extending spectrum access for new mptrsesatibaspol
are still emerging and may face challenges I ntr
potential for interference with military capabil
challenge. Prioritizgaet,i oans oifs upsoel iicsy acnoontthreorl cahnadl
secondaFumnutskens, to maximize use of shared spect
spectrum is being used and when it 1s available
not want twfoehmati ¢hapublicly.

On the one hand, industry stakeholders say that
spectrum than they need and that holding large s

by the end of the Summer https:/wwwnedefensergeMevesroemReleasadlelease/t 10, 2020,
Article/2307275Nhite-houseand dod-announceadditionatmid-bandspectrurravailablefor-5g-by-t/.

WFCC, “FCC Moves to Free UpBandSpectruMinghe 34d5: 65 &HzCBanidc dbr M5 G,
press release, September 30, 202(s://docs.fcc.goplublic/attachment&OC-367236A1.pdf

110The CBRS spectrum sharing arrangeniemieing used to model for other spectrum sharing arrangements. National

Telecommunications and Information Agency, “Spectrum Shari
2019, https://www.ntia.doc.gowlog/20195pectrumsharingmodetgainingground

Wy.S. Department of Defense, “DOD Issues Special Notice Se
Devel opment,” press httpsi/wavdefense. BodewsroomReleas@sieleazdirticie/,

2029707dod-issuesspeciainotice-seekinginput-from-industryon-5g-technologydevelopm/

112pOD, Request for Informatiomefense Spectrum Sharing Request for InformaRablished September 18, 2020,
https://beta.sam.gospp/A851a65e2b2d4d73865a0e9865b0cZ8a/keywordsspectrum&ort=modifiedDate&
index=&is_activetrue&paged.

BFrank Rayal, “Challenges &rhmp & dErank Rayal (Blog)Septemlpet 24, me nt i ng Sp
2 0 1 bttps://frankrayal.con201209/24/challengesmpedimentsto-implementingspectrumsharing/
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innovations and restPOmtthse ecd dhreamihca nadd v asameme medre tf .e
say that as commercial wuse of spectrum is 1increa
agencies holding large swathes of spectrum see
“no militwoyl gl wamerto be known as the person wh
subsequent®Thenehdddenge for Congress is in encoou
most efficient use of spectrum, while still prot
functions

DOD Spectrum Organizational | ssues

Over the past several years, GWowmgrERgand zhad oax pife s
spectebhbmtethe sEWeExecutilwa Gommihtet De puty Secret:
Defernse tasked with nstyengoahrtao migz iIEfWg aacmrd s s DOD ¢ omp

tactics, techniques, procedures, intelligence, e
for establis hiTesh eDOFDY 2EOW 9p oNDiAcAy mandated the crea
Functional Teealme otor dreivee 1 wapr faanr e s trategy, includ
vulnerabilitie¥leandiogpabi bnt wcgapsjition plan.
strategy was released in 2017.

The NDAA Of9Pr LFX32 Section 1053) direc<ted DOD to
functional team to oversee the 1implementation of
meld two existBsh@lIteheetgn ematgmDaDi gy spexcde raapned b
chief information offsetec(€Cb®)cawdtbhacdepagdtmgHs
pol 18 e Electromagnetic SPYemtAmm ISudGrd9,0rDO®Y sStta
El ectromagnetic Spe)ctG@ruons sOpFuncttiioonnsa 1( EIMSaOn, ¢ o mp
me mbers fr om heea cJho UnrSa. nScCho, mfma n d , Cyber Command, a
This organization has been active in updating DC(
the Joint Syt adfofc trrelneasoend Jmei nt Electromagnetic M
spectrum t o a®Oma nSeeupvteermbsepra cde,. 2020, DOD issued D
Electromagnetic Spectrum Enterprise Policy, whic
responsorbiilntt@Frsalfedt Momagneti 'lapec¢srumrepeonabdi
WCTI A, “Benefits from Clearing Federal Spectrum Helps Gove
Paper Finds,” pr es shttps:éwww.atia.argiewsteleasebenefitsfroin-cleafingfederat
spectrurhelpsgovernmerdagenciesmodernizeoperationsnew-ctia-paperfinds.

WRoslyn Layton, “GPS Interference Fears ARorbesMay8ay’ s Y2K, S

2020, https://www.forbes.corsitesfoslynlayton202005/08/gpsinterferencefearsaretodaysy2k-saysformeruk-
spectrurdirector#79d799e17329

11610 U.S.C. 8113.
117p 1. 1152328918.

118The EMSO CFT is in the process of developing a new EMS strategy and anticipates releasing the strategy by the
end of 2020. Department of DefenB#ectromagnetic Spectrum Strate@eptember 11, 2013,
https://dodcio.defense.gdrtalsD/DocumentsdpectrumESS. pdf

WPLauren C. Williams, “DOD Preps DefewnseBystend®ecember?23 208% i ¢ Spectr
https://defensesystems.carticles2019/12/23/dod-spectrurawarfarewilliams.aspx

120While a maneuver space is not considered a domain, this implies

121 Department of DefergsDOD Directive 3610.01: Electromagnetic Spectrum Enterprise PdBeptember 4, 2020,
https://www.esd.whs.miBortalsb4/DocumentddD/issuancesloddB61001p.pdf?er=202009-04-112353317.
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FY2021 NDAA, the Senate proposed transferring e
Strategic Command to the Vic¥ Chairman of the Jo
Commerci al f demkeader al Spectrum

As the nation continues to experience significar
mobile phones, mobile adpdicademensd, fordeepesctramr
To meet current commadsial hendl. Songomer ndhemt ha s
spectrum that 1is optimal for wireless communicat
wireless services 1s 1in use by other commerci al
satellite coovmmdenrisc)a.t iommeptri mes the spectrum targ
agencies. Since DOD holds spectrum across multirp
reallocate spectrum for commercial wireless use.

The growth in commercdudedwinevwessveruwsd cend hmes wr
United®8Bdmdcesthe Chmdilenigre Haolrancing the allocat
commercial and consumer wireless services while
suppor tc rmifsisd eotni on s .

Federal agencies hold various segments of spectr
for wireless services. Since DOD is the 1largest
spectrum for commer AisalComsgea ecfst emnasfifdeats POGD.i ci
additional spectrum for commercial wuse, 1t may c
impact on DOD systems and uses, unintended frequ
allocatingDOPBse catbriulm,t yantdo anticipate future spec

|l ncreasing Demand for Spectrum

Asmore people are using more data on more device
demand for mobile data (e. ghased drecop)manstk i enqguwie as i
maker, repRdOrlt8d & btaHa tmoibn 1 ¢ data traffic amounted
mom¥hy 2022, mobile data traffic is expected to
worl d#®Wwhe ch will increase demand for additional

To accommowddtee hnol ogies, mmrte nesievres ,a pgprdd cmari o nde
streaming, gaming), global telecommunications pr
world developed 5G wireless mnetworks dnd technol
speeds, improved connectivity, and reduced 1| aten
your device). However, for 5G, providers mneed 1 a
t he -blamw (bel ow aln doHGIHzZ ) mbamd lhadgitlvg radio spect

1225, 40498173TRANSFER FROM COMMANDER OF UNITED STATES STRATEGIC COMMAND TO
CHAIRMAN OF THE JOINT CHIEFS OF STAFF OF RESRSIBILITIES AND FUNCTIONS RELATING TO
ELECTROMAGNETIC SPECTRUM OPERATIONS.

22Recon Analytics, LLC, “How America’s 4G Leadership Propel
https://api.ctia.orgip-contentliploads201804/ReconAnalytics_ HowAmericas4G-LeadershipPropelledUS-
Economy_2018.pdf

124 An average person uses aboti gigabytes per month. Collectively in B)Xonsumers used about 19 billion
gigabytes per month. In 2022, consumers are expected to use 77.5 billion gigabytes per month.

125 https://www.statista.corafatistics2 71405¢lobal mobile-datatraffic-forecast/
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126 CRS In Focus IF1125National Security Implications of Fifth Generation (5G) Mobile Technologpgdohn R.
Hoehn and Kelley M. Sayler

127.S. Government Accountability Office, NTIA Planning and Processes Need Strengthening to Promote the Efficient
Use of Spectrum by Federal Agencies, GAD352, April 2011, p. 21https://www.gao.ga/assets/320/318264.pdf

128 https://www. politico.comiewsAgend&202002/22/pentagorairwavesmidband106240
129p . 10366.
130 | pid.

131U.S. Department of Commercgnnual Report on the Status of Spectrum Repurppaingust 2019,
https://www.ntia.doc.gofiles/ntiajpublicationsépectrum_repurposing_report_august_2019.pdf

132J.S. Government Accountability Offic®lTIA Planning andProcesses Neestrengthening t&romote the Efficient
Use of Spectrum byederal Agenies GAO-11-352, April 2011, p. 21https://www.gao.godssets320318264.pdf

3BGe or ge 1DOD peturhsdire on‘spectrum relocatjo£E| Times August 30, 2001https://www.eetimes.com/
dodreturnsfire-on-spectrurarelocation#.

134Title Il of P.L. 108494,

135.S. House of RepresentativeSpmmittee orEnergy and Commerce, Subcommittee on Communications and
Technologyhearings;‘Our Wireless Future: Building A Comprehensive Approach to Spectrum Pdlit§" Cong.,
1stsess. July 16, 2019https://energycommerce.house.gmrhmitteeactivity/hearingdtearingon-our-wirelessfuture-
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provide companies or affected federal agencies v
investments. Advotgatmsspecttoriumtpmladan aod pipeline
plan future investments and agencies to plan fut
bring spectrum to market, and perh®pan 290d8st in
two spmcpgl anning initiatives were launched.

The FCC developed the 5G FAST Plan, which ident:i
regulations to ¥Ppkid plGandepldoyiméad .insi ght into
reallocat i;bhawegr pauche o@4d@® found that the plan was
entities, including the NTIA or B®dtnhrel8el e¢hant s
President directed the NTIA t oetdefvierdtlogpe da, Nat i o n a
foomsadldoking, duetxxdbdabl anadppr oac M teod esrpaclct r um ma
agencies were directed to review cuodentifyequer
spectrum that could be reallocated or shared wit
Symposium in August 2019 to seek public comment
new technologies and coopersatdoml wiitthg compmme r tcu mil
share PNeTclbAn smreported that the National Spectr
Congress may be interested in encouraging coordi
needs of commer ci asl a5n@ ptrhoev indiesrssi oan® wc rwiltei rcoanle n e e
hand, reallocating s pepe¢deedpmh ofyrmeemm t D @I ndaGy nheet Iwpo rtke
devel opment of 5G use cases, and strengthen the
ot herDOGR nplirdbes critical national defense functio
affect military operations and result 1in the per
critical defense operations and future capabilit

Uni ntended Commerlcntadr fFrreegnuceen c y

As new users, technologies, and services are 1nt
interferenc®l maegr fienrcowleean ca nreaandiikee guency signals d
t ter ansmi ssion of informaetsemei basndsoems nopenabiy
Interference is a persistent 1ssue in spectrum T

building-a-comprehensivappoachto. See testimongf Derek Khlopin, Senior Policy Advisor, NTIAAt
https://energycommerce.house.git@stlemocrats eergycommerce.house.gfilds/documents/
1_Testimony_Khlopin.pdiSee also testimony of Scott Bergmann Senior Vice President, Regulatory Affairs CTIA, at
https://energycommerce.house.git@stlemocrats.energycommerce.house fijeg/documents/
2_Testimony_Bergmann.pdf

136 White House 5G Sumnfiecorded event), September 28, 201t&s://www.youtube.convatch¥=IBbY8fvTidU.
BIFCC, “5G FhmssTwwkvifca.goBG.

138.S. Government Accountability OfficBG Deployment: FCC Needs Comprehensive Strategic Planni@gitte
its Efforts GAO-20-468, June 2020, pp. 113, https://www.gao.gowdssets/10/707530.pdf

¥White House, Office of the Pr ensDevelSpinga SustainatfpectrumP r e si dent i al
Strategy for, Ampr ¢ s 2 4 8 n F ©dober 2be2@il&itps: nvw. whitehouse.gdv
presidentialactionspresidentialmemorandundevelopingsustainablespectrurastrategyamericasfuture/.

14ONTIA, NTIA Spectrum Policy Symposium Transcrgptember 10, 2019, p. 1ftps://www.ntia.doc.gofviles/
ntiafjpublicationsd9.10.19_npc_ntia_spectrum_policy_symposium.pdf

141 Fore a detailed discussion of potential 5G interference with the Global Positioning System Agssetitkx.

142 Commerce Spectrum Management Advisory Committee (CSMi@)ference and Dynamic Spectrum Acgess
Interim Report, May 19, 2010, p. I&tps://www.ntia.doc.gofiles/ntiaimeetingstsmac_may19_idsa_final.pdf
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user s, and broadening spectrum access (e.g., thr
spectrum) maogt dmtciraelasfeort hBa ppmful interference.
As the U. S. gover nment seeks to use spectrum mor
cooperatively, through a shared approach, interf
Congress has enncttedt 1D@Dsdpnstioms tfor pm inter fere
pursuant to 10 U.S.C. § 2281, “Coo nagnrye srse shtardi catuitohno r
GPS System proposed by the head of a department
t hat wo uladf faedcvte rtSh&EWsHb@W P& myhasi s added] . Additi
Section 1698 of the National De fPeils-22)0&wt horizat:ii
codd faetetS on 343 of t hep rGohmnbuintisc atthieo mFsG @ et n g
commercial terrestrial oper‘wmitods 90n dalys hdnadg
Commi ssion resolves concerns of widespread har mf
GPS de&¥Whebke DOD did express its concerns to the
asserted that the conditions 1t placed on Ligadoc
band, reporting base statmee koazerasns) would mi
A recent dispute with Ligado Networks, LLC has &
20, 2020un atnhiemoFuCsClayn aapppprlowead i on by Ligado Net wor

“depl oy oawelrow 9. 8 decibel awadohwi §ddBWg tiwso3e6kr ent t h e
MHz , 11662377..55 MHz ;1 6a5md 51 MH&. dblaadtsr  mad g d*8itei ¢ s pect
that will primarily suppd4¥t Internet of Things (

These frequenesdi baadsl hyeus etdi ofnosr asmd epldsiittei ocno,mn
navigation, and ti MfiDiOg p e otshdidse sd;a tsouncgho mai st hG Pt Sh.e

Department of Homeland Security, Department of T
Interior, Department of Jtursattiicoen, (tFhASAT)E e thenrda lo t Avei
opposition was relasegdroposedctenmnddhmmndehbhrdetdwor
signals fromrsestettlate&PBore d@Devseprist ea nfde deenraabl]l eadg
opposition, otulsd yYF@Q® pumavreidmt he project, with the
“John Pahl, “Market Mechanisms for Spectrum Management: Sp
Mangg e ment ,” Background Paper submitted to ITU Workshop, “Sh

2006, https://www.scribd.condocumen®0765&0/SpectrurdLiberalisationandInterferenceManagement

144 This provision is related to an earlier proposal from Ligado submitted to the FCC, which federal agencies, including
DOD, opposed. Details on the proposal, the federal agency opposition, andssimmgtieintent is available B.Rept.
116-236, pp. 75, 275.

145CRS In Focus IF1115%efense Primer: Military Use of tHelectromagnetic Spectrurby John R. Hoehn

146 The FCC authorized Ligado to operate an Internet of Things network in the referenced frequency bands with
conditions. Federal Communications Communication Ordet& @thttps://docs.fcc.goplblic/attachment§/CG-20-
48A1.pdf

147 Testimony of Michael Griffin, Undersecretary of Defense for Research and Engineering, Dana Deasy, DOD Chief
Information Officer, Gen John Raymond, Chief of Space Operations, and Thad Allen, Chairman eB&gette

Precision Navigation and Timing National Advisory Board, before the U.S. Congress, Senate Armed Services
Committee Department of Defense Spectrum Policy and the tinpithe Federal Communications Commissitirg"

Cong, 2"sess., May 6, 2020.

148 | etter from Douglas Kinkoph, Associate Administrator Performing the Delegated Duties of the Assistant Secretary
of Communications and Information, to Hon Ajit Pai, Chairméthe Federal Communications Commission, April 10,
2020, athttps://www.ntia.doc.gofiles/ntiajpublications/
ntia_letter_o_fcc_chairman_re_ligado_applications_4.10.20.pdf

149 CRS In Focus IF1155&pectrum Interference Issues: Ligado, thBdand, and GPSby Jill C. Gallagher, Alyssa K.
King, and Clare Y. Cho
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150.S. Govenment Accountability Officelnterdepartment Radio Advisory Committee: IRAC Representatives
Effectively Coordinate Federal Spectrum but Lack Seniority to Advise on Contentious Policy GA@e84-1028,
September 2004, pp-4 https://www.gao.goview.itemsd041028. pdf

151 Testimony of Thad Allen, Chairman of SpaBased Precision Navigation and Timing National Advisory Board,
before the U.S. Congress, Senate Armed Services Comniitpartment oDefense Spectrum Policy and the Impact
of the Federal Communications Commissibh8" Cong, 2" sess., May 6, 2020, p. 4&tps://www.armed
services.senate.gawio/mediadoc20-21_0506-2020.pdf

152 5ee discussion on MOU and arbiter for spectrum disputes during Senate hearing (video): U.S. Congress, Senate
Committee on Commerce, Science, and Transportaftom State of S, Spectrum Poligyl 16" Cong., 29 sess., July

23, 2020.
153 | bid.
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As spectrum is reallocated or r e ¢®FnCfG ghuarse d, s o me
acknowledged that as demand for spectrum increas
diwtpes are likely to increase as well. Congress
and dispute resolution processes to ensure that
agency investments are proteoatdduaend ot baet sfugppeormra

>
-

icipating Future Spectrum Needs

n a report to the President by the Director of
OSTP), the Director cites the primary wuse cases
ltreBlialoawd |l atency ¢(3mmmassatveomaghine type ¢ omi
own as massive Internet of Things (Io0oT); (4) f
hitelver ything (V2X). The Directdrimonhgsrthatbrt
d devéR&PmMentvi ties, as well as the standardi z:
ternational standards devel opment groups such
TU) a the Third dteneiIS@RnRelo t eRadimtod ergsyh if g r Bnrs o ja e
creas i estments in R&D to give the United
ket s supporting this R&D through the ¢
e
i

(=
R o =N =

—

=
- =

r O

namiec p umnesheagias to support the more eff
ployin n selected bases to measure and mc
chnol o

allocation of spectrum takes tiamee, ians tdhoee s t
.,b@f tdhe t i me t he snpeetcwbruuknk ti,s naelw otceacthendo laongdi e
giomg . example, future sixth generation (6G) c
ging military communicgteéeonwiktkbchaotd olgi ksl y 1
trum differently than current systems; exact
ins™unclear

F»Q_CLE N T R R - e e

(D"UEEN’:T‘ [CEECEA SR I = T = = A O =
o wum g -
“w o

= »n o o0 c -
B(‘DCD(D:)CD

© 0o = = Ao

Potential Questions for Congr

As Congress considers 1its role in opecheum polic
spectrum, several potential 1issues and questions
seek additional information:

T What actions can Congress or DOD take to ens
that operate 1n Vvarmaogumse tsiecg mepnetcst roufm t(hbeo tehl e ¢
domestically and abroad) are interoperable?

154 etter from Elaine L. Chao, Secretary, U.S. Department of Transportation, to Federal Communications Chairman
Ajit Pai, November 20, 201%ittps://www.highways.orgép-contentiiploads20194 2/secchacletter5.9-11-20-19.pdf

Letter from Jim Blew, Assistant Secretary for Planning, U.S. Demsat of Education, to FCC Chairman Ajit Pai, June
7, 2019 https://ecfsapi.fcc.gofile/ 1060707679346200607EducationREBSExParte.pdfLetter from Douglas W.

Kinkoph, Associate Administrator, NTIA, to FCC Chairman Pai, April 10, 2B20s://www.ntia.doc.gotiles/ntia/
publicationshtia_letter_to_fcc_chairman_re_ligado_applications_4.10.2Qtpdfcover letter from NTIA was sent to

the FCC, and includes letters from DOD to the Secretary of Commerce regarding concerns with recent spectrum
decisions, DOD to NTIA on spectrum concerasd a Memorandum from the Air Force to NTIA on spectrum

concerns, signed by 12 members of this interagency spectrum working group).

155 Some analysts have suggested that 6G, for instance might use spectrum intB@®QAMHz range, however there
are no dficial stands that have been identified. Future DOD use of the spectrum remains unclear other than the
highlighted emerging technologies discussed earlier.

156 This section was written by John R. Hoehn, Jill C. Gallagher, and Kelley M. Sayler.
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Appendix. Li gado N®t wor ks

Concerns RegarAppargo vtehde LFGCado Net wor k
Band 5G Network

On April Xk,deX®2A0 ,Cotmmaini c at iuonnasn i Goommnsilays iaopnp r (oFvE @
application by Ligad®&deNeltowp oalwelrolwL €. 8 Ldgadb¢l t wat
st

terre rial natiodwBéde Mie-1 &3 PR I1 MHt heba516d 566 46 . 5
MHz tsa 1if defl etchter o ma g ¥t hat swielclt rpmi marily support
(I oT) ’#RTrhveiscee sf.requenegi baadsl hyeus e®™Thfeor satell
Department o fo pDpedisheidse deld®@B) on, along with the D
Security, Department of Transportation (DOT), De
the Federal Aviation Adihmits torpaptoisoint i(oFmA A)e,l aatnedd o
Li gspomoposed omeltdwownkt hghate from satellites to G
System (GP®Tongresvemay consider federal agency
concerns redatided ctad miys'siconss pomnds ¢ hvea FsCiCg htc omfd u c t
the sSFCCuling. Congress may alfofrwthngederabrondehd
mobile techmohogses$s he allocation of spectrum amc
spectrum decisions on national security.

DOD Concred nBRelaated Studies on GPS I nterferen

In both its formsalruoleisp®asred tioR @ hiks fFdCrs t ti mo n y
Senate Armed Ser vices i @owdmiptrtienea r(yS AsStCu)d,i edOD hat
that the Liwpadalumet wonarkceptable operational 1 mpa
military p8a2htd aDODfLtGal@By cl assified study condr
Air For ¢c®THAUSAFNE8 DOT study assessed the extent

157 This sectim was written by John R. Hoehn and Kelley M. Sayler. For more informatic@R8dnsight IN11400,
DOD Concerns About the FC&pproved Ligado Networly Kelley M. Sayler and John R. HoeandCRS Insiglh
IN11414,The FCGApproved Ligado Network and Potential Technical Issues for DOD Use oftiyRB8hn R. Hoehn,
Stephen M. McCall, and Kelley M. Sayler

158 CRS In Focus IF1115%efense Primer: Military Use of the Electromagnetic Spectioyniohn R. Hoehn

159The FCC authorized Ligado to operate an Internet of Things network in the referenced frequency bands with
conditions. Federal Communications Couomitation Order 2418, athttps://docs.fcc.goplblic/attachment$/CG20-
48A1.pdf

160 Testimony of Michael Griffin, Undersecretary of Defense for Research and Engineering, Dapad@Ra<Chief
Information Officer, Gen. John Raymond, Chief of Space Operations, and Thad Allen, Chairman & &eate
Precision Navigation and Timing National Advisory Board, before the U.S. Congress, Senate Armed Services
Committee Department oDefense Spectrum Policy and the Impact of the Federal Communications Comyrfits&ion
Cong, 29 sess., May 6, 2020.

161| etter from Douglas Kinkoph, Associate Administrator Performing the Delegated Duties of the Assistant Secretary
of Communications and formation, to Hon. Ajit Pai, Chairman of the Federal Communications Commission, April

10, 2020, ahttps://www.ntia.doc.go¥il eshtiafpublications/
ntia_letter_to_fcc_chairman_re_ligado_applications_4.10.20.pdf

162CRS In Focus IF1155&pectrum Interference Issues: Ligado, thBand, and GPSby Jill C. Gallagher, Alyssa K.
King, and Clare Y. Cho

163 See Department of Transportati@ipbal Positioning System (GPS) Adjacent Band Compatibility Assessment
April 2018, https://www.transportation.gositestiot.govfiles/docssubdocl86Hot-gpsadjacentandfinal-
reportapril2018.pdfand written testimony of Dana Deasy, DOD Chief Information Officer, before the U.S. Congress,
Senate Armed Senads CommitteeDepartment of Defense Spectrum Policy and the Impact of the Federal
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interfer e Awit he GPBme of the st dy, Ligado propos
dBWIhe study concluded that bas stdtheme 8abd bhe
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conversation with CRS, DOT officials asserted th
equi pmarctl udde gt ndDmed avianawvngageonrahi gbcpteon
and dpsecebuld not be ass DODd aatd irttdicdosmad@nydaetd 1 e v e |
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Li gado s uvabmeintadtgegldd iaamti on to the FCC, reducing it
d BW?>

Per FCKRe r,ulliinggado also apdMHeegbtwoadmefntaunned 2:
spectrum deast@nitds tor aepmirssions from GPS, thus
interference.

Details available in the public domain describir
USAF study are 11imisf edmah otmwe vtphoep s ln(gC@ nrbu6 AF t hat i
st uwhi ch specifically tested potensuppornedr fer

the conclusions drawn from the DOYThtiess tmanyg . . C
suggest that the stulat maayng)—atudsqmmngwthrka@lé?dience
specificationigs f2r0oln8 tahmee ncdeendpuadnpyp hicec®@tsisam i 1l y 1 nt e
GPS. Furaheomodireg to FCEDOPanemaheAj submhaited no
to submit thetaldays siof itcdhde WILALF for consideration.
continued to cite these studies 1in its public ot
Mi chael GridfdSmrefermdof Refemseh and Engineeri:r
has additi 6hadgryo vansds etrrtaendsgmairsdslieosnss—6wo uplodwe r 1 e ve l
drown out the very weak sighiadleshathfpacttc oamfe tflreom [
proposed Ligadoatmtet¢wptrkngnt @PSi t¢tooenl®6 §he rustdl
airesimfianeousPy took off.

Statutory Obligations with Regard to Potent.i

DOD hetsietds statutory obligation, “tpourasnuya nrte sttor ilcOt i
on the GPS System proposed by the head of a depa
DOD that would adveSRWHEWEKPSBmrt acdh]e. alldtihtoaurgyh t h

Communications Commissiaghl6" Cong, 2" sess., May 6, 2020, https://www.armeesavices.senate.gowho/
mediatiocDeasy_08506-20.pdf
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